Mississippi Department of
Information Technology Services

RFP No: 3612

INVITATION: Sealed proposals, subject to the ated conditions, will be received at this
office until July 19, 2010 @ 3:00 p.mCentral Time for the acquisition of the producs/sces
described below for Mississippi Department of Infiation Technology Services.

Submissions offered for inclusion on the Securigydivare and Software
Express Products List (EPL) to be used in the aitipm of Security Hardware
and Software Products for the wide area, local anebother network based
systems used by agencies and institutions of thie $f Mississippi.

The Vendor must submit proposals and direct inquires to:

Donna Hamilton
Technology Consultant
Information Technology Services
Suite 508, 301 N. Lamar Street
Jackson, MS 39201-1495
(601) 359-9613
Donna.Hamilton@its.ms.gov

To prevent opening by unauthorized individuals calpies of the proposal must be sealed in the
package. The following must be clearly typed olalzel affixed to the package in a clearly
visible location:

PROPOSAL, SUBMITTED IN RESPONSE TO
RFP NO. 3612
due July 19, 2010 @ 3:00 p.m.,
ATTENTION: Donna Hamilton

David L. Litchliter
Executive Director, ITS



RFP No.: 3612

ITS RFP Response Checklist
Project No.: 38243
Revised: 10/1/2009

ITS RFP Response Checklist

RFP Response Checklist: These items should bededlin your response to RFP 3612.

1) One clearly marked original response and 3 idehticgy/copies of the
complete proposal. Label the front and spine oftlinee-ring loose-leaf binder
with the Vendor name and RFP number. Includettras listed below inside
the binder. Please DO NOT include a copy of th® RFthe binder.

2) Submission Cover Shesigned and dated. (Section I)

3) Proposal Bondif applicable (Section 1)

4) Proposal Exception Summaty applicable (Section V)

5) Vendor response t®FP Questionnair¢Section VI)

6) Point-by-point response feechnical Specification&Section VIII)
7) Vendor response tGost Information Submissid®ection 1X)

8) ReferencegSection X)
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SECTION |
SUBMISSION COVER SHEET & CONFIGURATION SUMMARY

Provide the following information regarding the g@n responsible for the completion of your
proposal. This person should also be the persenMississippi Department of Information
Technology Services|TS), should contact for questions and/or clarificasio

Name Phone #
Address Fax #
E-mail

Subject to acceptance WYS, the Vendor acknowledges that by submitting a gsap AND
signing in the space indicated below, the Vendarostractually obligated to comply with all
items in this Request for Proposal (RFP), includthg Standard Contract in Exhibit A if
included herein, except those listed as exceptonthe Proposal Exception Summary Form. If
no Proposal Exception Summary Fonsi included, the Vendor is indicating that he take
exceptions. This acknowledgement also contragtudiligates any and all subcontractors that
may be proposed. Vendors who sign below may rtet kake exception to any point during
contract negotiations. The Vendor further cerifibat the company represented here is an
authorized dealer in good standing of the prodsetsices included in this proposal.

/
Original signature of Officer in Bind of Company/Date

Name (typed or
printed)

Title

Company name
Physical address

State of Incorporation

CONFIGURATION SUMMARY

The Vendor must provide a summary of the main carepts of products/services offered in this
proposal using 100 words or less.




RFP No.: 3612
Proposal Bonds
Project No.: 38243
Revised: 6/15/2010

PROPOSAL BONDS

A Proposal Bond is not required for this procuretnen
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SECTION I
PROPOSAL SUBMISSION REQUIREMENTS

The objective of the Proposal Submission Requirgssaction is to provide Vendors with the
information required to submit a response to thegjliest for Proposal (RFP). A Vendor who
has responded to previous RFPs issuetllByshould not assume that the requirements are the
same, as changes may have been made.

1. Failure to follow any instruction within this RFPam at the State’s sole discretion, result
in the disqualification of the Vendor’s proposal.

2. The State has no obligation to locate or acknowdealgy information in the Vendor’'s
proposal that is not presented under the apprepoigiiine according to these instructions
and in the proper location.

3. The Vendor’s proposal must be received, in writimg the office ofiTS by the date and
time specified. ITS is not responsible for any delays in delivery gpenses for the
development or delivery of proposals. Any proposmleived after proposal opening
time will be returned unopened. Any proposal reegiwith insufficient postage will be
returned unopened.

4, Proposals or alterations by fax, e-mail, or phoilenet be accepted.

5. Original signatures are required on one copy of Bwmission Cover Sheet and
Configuration Summary, and the Vendor’s originddrmission must be clearly identified
as the original. The Vendor’s original proposalsininclude the Proposal Bond, (if
explicitly required in Section IV).

6. ITS reserves the right to reject any proposals, inolydhose with exceptions, prior to
and at any time during negotiations.

7. ITS reserves the right to waive any defect or irregiylan any proposal procedure.

8. The Vendor may intersperse their response folloveagh RFP specification but must
not otherwise alter or rekey any of the originatt tef this RFP. If the State determines
that the Vendor has altered any language in ttginali RFP, the State may, in its sole
discretion, disqualify the Vendor from further calesation. The RFP issued byS is
the official version and will supersede any conitig RFP language submitted by the
Vendor.

The Vendor must conform to the following standardshe preparation of the Vendor’'s
proposal:

8.1 The Vendor is required to submit one clearly mar&adinal response and 3
identical copy/copies of the complete proposalluding all sections and
exhibits, in three-ring binders.

6



8.2

8.3
8.4

8.5

8.6

8.7

8.8

8.9

8.10

8.11

RFP No.: 3612

Section II: Proposal Submission Requirements
Project No.: 38243
Revised: 10/1/2009

To prevent opening by unauthorized individuals, apies of the proposal
must be sealed in the package. A label contaitiagnformation on the RFP
cover page must be clearly typed and affixed to ghekage in a clearly
visible location.

Number each page of the proposal.
Respond to the sections and exhibits in the sader ais this RFP.

Label and tab the responses to each section andbitexhbsing the
corresponding headings from the RFP.

If the Vendor does not agree with any item in aagtien, then the Vendor
must list the item on thBroposal Exception Summary FarnfSee Section V
for additional instructions regarding Vendor exoes.)

Occasionally, an outline point in an attachmenuests information which is
not applicable to the products/services propodédhe Vendor is certain the
point does not apply to the given RFP, the Ventoukl respond with “NOT
APPLICABLE.”

Where an outline point asks a question or requestsmation, the Vendor
must respond with the speciimswer or information requested.

When an outline point/attachment is a statementigea for the Vendor’'s
information only, the Vendor need only read thainpo The Vendor
acknowledges having read and accepting, or takkegmion to, all sections
by signing theSubmission Cover Sheathd providing aProposal Exception
Summary Form

Where a minimum requirement has been identifiedpoad by stating the
item (e.g., device nhame/model number, guaranteggonse time) proposed
and how it will meet the specifications.

The Vendor must fully respond to eacbquirement within thel'echnical
Specificationsby fully describing the manner and degree by whibb
proposal meets or exceeds said requirements.

It is the responsibility of the Vendor to cleartientify all costs associated with any item
or series of items in this RFP. The Vendor mustuile and complete all parts of the
cost proposal in a clear and accurate man@missions, errors, misrepresentations,
or inadequate details in the Vendor’s cost proposahay be grounds for rejection of
the Vendor’'s proposal. Costs that are not clearlydentified will be borne by the
Vendor. The Vendor must complete tRmst Information Submissian this RFP, which
outlines the minimum requirements for providing tcwdormation. The Vendor should
supply supporting details as described in@lost Information Submission



10.

11.

12.

13.

RFP No.: 3612

Section II: Proposal Submission Requirements
Project No.: 38243
Revised: 10/1/2009

ITS reserves the right to request additional infororator clarification of a Vendor’'s
proposal. The Vendor’s cooperation during the @atabn process in providing' S staff
with adequate responses to requests for clarificavill be considered a factor in the
evaluation of the Vendor's overall responsivendssck of such cooperation or failure to
provide the information in the manner required naythe State’s discretion, result in the
disqualification of the Vendor’s proposal.

Unsolicited clarifications and updates submittei@rathe deadline for proposals will be
accepted or rejected at the sole discretiolT 8f

Unsolicited clarifications in the evaluation andesgion of lowest and best proposal will
be considered only if all the following conditioase met:

12.1 A clarification to a proposal that includes a newtynounced product line or
service with equal or additional capability to b®yded at or less than the
proposed price will be considered.

12.2 Information provided must be in effect nationaltydehave been formally and
publicly announced through a news medium that teedér normally uses to
convey customer information.

12.3 Clarifications must be received early enough in &waluation process to
allow adequate time for re-evaluation.

12.4 The Vendor must follow procedures outlined herein gubmitting updates
and clarifications.

12.5 The Vendor must submit a statement outlining theeuonstances for the
clarification.

12.6 The Vendor must submit one clearly marked origiaatl 3 copies of the
clarification.

12.7 The Vendor must be specific about which part of thiginal proposal is

being changed by the clarification (i.e., must unld exact RFP reference to
section and outline point).

Communications with State

From the issue date of this RFP until a Vendoeieded and the selection is announced,
responding Vendors or their representatives maycoatmunicate, either orally or in
writing regarding this RFP with any statewide edelcofficial, state officer or employee,
member of the legislature or legislative employ&eept as noted herein. To ensure
equal treatment for each responding Vendor, alktjoies regarding this RFP must be
submitted in writing to the State’s contact perfamthe selection process, and not later
than the last date for accepting responding Vegdestions provided in this RFP. All
such questions will be answered officially by that& in writing. All such questions and
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answers will become addenda to this RFP, and thiky&vposted to the ITS web site.
Vendors failing to comply with this requirement Mok subject to disqualification.

13.1 The State’s contact person for the selection psoées Donna Hamilton,
Technology Consultant, 301 North Lamar Street, S8, Jackson, MS
39201, 601-359-9613, Donna.Hamilton@its.ms.gov.

13.2 Vendor may consult with State representatives asgdated by the State’s
contact person identified in 13.1 above in respdasstate-initiated inquiries.
Vendor may consult with State representatives durstheduled oral
presentations and demonstrations excluding sit&svis
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Section lll: Vendor Information
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SECTION I
VENDOR INFORMATION

The objective of the Vendor Information section tbfs RFP is to provide Vendors with
information required to respond to the RFP succdlgsf

1.

Interchangeable Designations

The terms “Vendor” and “Contractor” are referend¢ebughout this RFP. Generally,
references to the “Vendor” are used in conjunctiatih the proposing organization and
procurement process leading up to the final RFRRcieh and award. The term
“Contractor” denotes the role assumed, post-awdd, the winning Vendor.
Additionally, the terms “State of Mississippi,” ‘@e” or “ITS” may be used
interchangeably throughout this RFP to denote thgigal entity issuing the RFP and
requesting responses from Vendors throughout tepseifications. References to a
specific agency, institution or other political ptrepresent the client or customer on
whose behalf ITS is issuing the RFP.

Vendor’s Responsibility to Examine RFP
Vendors must examine all documents, forms, spedifins, standard provisions, and
instructions.

Proposal as Property of State
All written proposal material becomes the propeftyhe State of Mississippi.

Written Amendment to RFP

Any interpretation of atTS RFP will be made by written amendment only. ThateSt
will not be responsible for any other explanatiéthis RFP. A copy of any amendment
will be posted on thdTS website, together with the associated RFP spatibic.
Vendors are required to check ti& website periodically for RFP amendments before
the proposal opening date http://www.its.ms.gov/rfps/rfps_awaiting.shtml

Any and all amendments will be posted no later thaon, seven days prior to the
proposal opening date listed on the cover pagdisfRFP. Should you be unable to
access théTS website, you may contact th€S technology consultant listed on page
one of this RFP and request a copy.

Oral Communications Not Binding

Only transactions which are in writing froffS may be considered official. No
negotiations, decisions, or actions shall be execlbly any Vendor as a result of any
discussions with any State employee.

Vendor’s Responsibility for Delivery

Vendors must ensure, through reasonable and suffiéollow-up, proper compliance
with, and fulfillment of all schedules and deliveles specified within the body of this
RFP. The State will not be responsible for théufai of any delivery medium for

10
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submission of information to or from the Vendorg¢luding but not limited to, public
and private carriers, U.S. mail, Internet Servioavitlers, facsimile, or e-mail.

Evaluation Criteria

The State's intent in issuing this RFP is to awardontract to the lowest and best
responsive Vendor who meets specifications, consiglgrice and other factors. The
Vendor’s past performance, cooperation, and alititprovide service and training are
general factors that will be weighed in the setectirocess. More specific information
concerning evaluation criteria is presented@chnical Specifications

Multiple Awards
ITS reserves the right to make multiple awards.

Right to Award in Whole or Part
ITS reserves the right to approve an award by indalidiems or in total, whichever is
deemed to be in the best interest of the Stateisgissippi.

Right to Use Proposals in Future Projects

The State reserves the right to evaluate the awgvdgposal from this RFP, including
all products and services proposed therein, aldtigtive resulting contractual terms, for
possible use in future projects if (a) it is deenteedbe in the best interest of the State to
do so; and (b) the Vendor is willing to extend atdess than or equal to that specified in
the awarded proposal and resulting contract. Asdet concerning the utilization of a
Vendor’s proposal for future projects is solelytts discretion of the State and requires
the agreement of the proposing Vendor. The Statesion to reuse an awarded
proposal will be based upon such criteria as: ti{g¢)customer’s business requirements;
(2) elapsed time since the award of the originajgmt; and/or (3) research on changes
in the Vendor, market, and technical environmemisesthe initial award.

Price Changes During Award or Renewal Period

A price increase will not be accepted during theanperiod or the renewal period,
unless stipulated in the contract. However, tlaeSwill always take advantage of price
decreases.

Right to Request Information

The State reserves the right to request informatdative to a Vendor’s references and
financial status and to visit a Vendor’s facilitdsring normal working hours. The State
also reserves the right to request a current fiahstatement, prepared and certified by
an independent auditing firm, and reserves thet tighrequire that Vendors document
their financial ability to provide the products asetvices proposed up to the total dollar
amount of the Vendor's cost proposal. The Stateerkes the right to request
information about the Vendor from any previous oostr of the Vendor of whom the

State is aware, even if that customer is not irediic the Vendor’s list of references.

11
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Vendor Personnel

For RFPs including professional services speciboat the Vendor will be required to
provide and/or certify the following for each ingtlual included in the Vendor’s
proposal:

13.1 A direct telephone number at which the individuaynbe contacted for a
telephone interview. The State will pay toll chesgn the continental United
States. The Vendor must arrange a toll-free nurfdveall other calls.

13.2 That, if onsite interviews are required, the indiwal can be at the specified
location in Mississippi within the timeframe spéedf. All costs associated
with onsite interviews will be the responsibilitfthe Vendor.

13.3 That the individual is proficient in spoken andttem English;

13.4 That the individual is a U.S. citizen or that tmaividual meets and will
maintain employment eligibility requirements in qorance with all INS
regulations. The Vendor must provide evidence adntification and
employment eligibility prior to the award of a coatt that includes any
personnel who are not U. S. citizens.

13.5 That the personnel assigned to a project will renaipart of the project
throughout the duration of the contract as lonthaspersonnel are employed
by the Vendor, unless replaced by the Vendor atdfjaest of the State. This
requirement includes the responsibility for ensgiral non-citizens maintain
current INS eligibility throughout the duration thie contract.

Vendor Imposed Constraints

The Vendor must specifically document what limiaas, if any, exist in working with
any other Contractor acting in the capacity of @it@te’s business partner, subcontractor
or agent who may be managing any present or fupnogects; performing quality
assurance; integrating the Vendor’'s software; angfoviding web-hosting, hardware,
networking or other processing services on theeStddehalf. The project relationship
may be based on roles as either equal peers; sspgrv subordinate; or subordinate —
supervisory, as determined by the State. The &atgnizes that the Vendor may have
trade secrets, intellectual property and/or busimekationships that may be subject to its
corporate policies or agreements. The State mudérgtand these issues in order to
decide to what degree they may impact the Statglgyato conduct business for this
project. These considerations will be incorporatextordingly into the proposal
evaluation and selection process. The understgndiached between the Vendor and
the State with regard to this business relationghgziudes the Vendor from imposing
any subsequent limitations of this type in futurejgct undertakings by the State.

12
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Best and Final Offer

The State reserves the right to solicit Best amthlFOffers (BAFOs) from Vendors,
principally in situations in which proposal costdigse available funding or the State
believes none of the competing proposals presenBest Value (lowest and best
proposal) opportunity. Because of the time andeagp incurred by both the Vendor
community and the State, BAFOs are not routinelgdemted. Vendors should offer
their best pricing with the initial solicitationSituations warranting solicitation of a
BAFO will be considered an exceptional practice doy procurement. Vendors that
remain in a competitive range within an evaluatnaesy be requested to tender Best and
Final Offers, at the sole discretion of the Stafdl such Vendors will be provided an
equal opportunity to respond with a Best and Fdfr under a procedure to be defined
by the State that encompasses the specific, refieedls of a project, as part of the
BAFO solicitation. The State may re-evaluate anderad the original project
specifications should it be deemed necessary iera@ improve the opportunity for
attaining Best Value scenarios from among the reimgi competing Vendors. All
BAFO proceedings will be uniformly conducted, initimmg and subject to solicitation by
the State and receipt from the Vendors under aggeachedule.

Restriction on Advertising

The Vendor must receive written approval from th&t& before advertising or
referencing the award of the contract or the sesvioeing provided. The Vendor must
agree not to refer to awards in commercial advagign such a manner as to state or
imply that the firm or its services are endorsegreferred by the State of Mississippi.

Rights Reserved to Use Existing Product Contracts

The State reserves the right on turnkey projectsetture certain products from other
existingITS contracts if it is in its best interest to do 9bthis option is exercised, then

the awarded Vendor must be willing to integrate dbquisition and implementation of

such products within the schedule and system ura@ract.

Additional Information to be Included

In addition to answering each specification witkinis RFP, the Vendor must include
complete  product/service information, including guwot pictorials and
technical/descriptive literature relative to angdguct/service offered with the proposal.
Information submitted must be sufficiently detailed substantiate that the
products/services offered meet or exceed spedditat

Valid Contract Required to Begin Work

The successful Vendor should not commence anyblell&ork until a valid contract has
been executed. Any work done by the successfubldeprior to the execution of the
contract is done at the Vendor’s sole risk. TheteSts under no obligation to pay for
work done prior to the execution of a contract.

13
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SECTION IV
LEGAL AND CONTRACTUAL INFORMATION

The objective of thd_egal and Contractual Informatiosection is to provide Vendors with
information required to complete a contract or egrent withITS successfully.

1.

Acknowledgment Precludes Later Exception

By signing theSubmission Cover Shed#te Vendor is contractually obligated to comply
with all items in this RFP, including th&tandard Contracin Exhibit A if included
herein, except those specifically listed as exoagtion thd’roposal Exception Summary
Form. If no Proposal Exception Summary Forisiincluded, the Vendor is indicating
that he takes no exceptions. Vendors who respoifds RFP by signing theubmission
Cover Sheetmay not later take exception to any item in thePRifuring contract
negotiations.  This acknowledgement also contréigtuabligates any and all
subcontractors that may be proposed. No excephigrssibcontractors or separate terms
and conditions will be entertained after the fact.

Failure to Respond as Prescribed

Failure to respond as described in SectiofPtbposal Submission Requiremetdsany
item in the sections and exhibits of this RFP,udalg theStandard Contracattached as
Exhibit A, if applicable, shall contractually obditge the Vendor to comply with that item.

Contract Documents

ITS will be responsible for all document creation aeditorial control over all
contractual documentation related to each procunenmoject. The following
documents will normally be included in all contabetweenTS and the Vendor:

3.1 TheProposal Exception Summary Foas accepted by'S;

3.2 Contracts which have been signed by the Vendol B&d

3.3 ITS" Request for Proposal, including all addenda;

3.4 Official written correspondence fromS to the Vendor;

3.5 Official written correspondence from the VendorT& when clarifying the

Vendor’s proposal; and
3.6 The Vendor’s proposal response to (h€ RFP.

Order of Precedence

When a conflict arises regarding contract intene do conflicting statements in
documents included in the contract, the order e€gdence of each document is as listed
above unless modification of order is negotiated agreed upon by boti'S and the
winning Vendor.

14
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Additional Contract Provisions

The contract will also include such additional psoans, which are not inconsistent or
incompatible with the material terms of this RFB,naay be agreed upon by the parties.
All of the foregoing shall be in such form and dainge as prescribed by the State.

Contracting Agent by Law

The Executive Director ofTS is, by law, the purchasing and contracting agentttie
State of Mississippi in the negotiation and exexubf all contracts for the acquisition of
computer and telecommunications equipment, systeofsyare, and services (Section
25-53-1, et seq., of the Mississippi Code AnnotatddS is issuing this RFP on behalf
of the procuring agency or institutiodTS and the procuring agency or institution are
sometimes collectively referred to within this R&®"State.”

Mandatory Legal Provisions

7.1 The State of Mississippi is self-insured; all regments for the purchase of
casualty or liability insurance are deleted.

7.2 Any provisions disclaiming implied warranties shaé null and void. See
Mississippi Code Annotated Sections 11-7-18 an@-73-9(4). The Vendor
shall not disclaim the implied warranties of memadility and fithess for a
particular purpose.

7.3 The Vendor shall have no limitation on liabilityrfalaims related to the
following items:

7.3.1 Infringement issues;

7.3.2 Bodily injury;

7.3.3 Death;

7.3.4 Physical damage to tangible personal and/or regdgty; and/or

7.3.5 The intentional and willful misconduct or negligeatts of the
Vendor and/or Vendor’s employees or subcontractors.

7.4 All requirements that the State pay interest (otivan in connection with
lease-purchase contracts not exceeding five yasegjeleted.

7.5 Any contract negotiated under this RFP will be goed by and construed
according to the laws of the State of Mississipgenue for the resolution of
any dispute shall be Jackson, Hinds County, Miggiss

7.6 Any contract negotiated under this RFP is cancelabthe event the funding
authority does not appropriate funds. Notice refuents to Vendor cannot
exceed sixty (60) days.

15
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The State of Mississippi does not waive its soggreéinmunities or defenses
as provided by law by entering into this contracthvthe Vendor, Vendor
agents, subcontractors, or assignees.

The State will deliver payments to the Vendor witforty-five (45) days after
receipt of invoice and receipt, inspection, and rapal of Vendor’s
products/services. No late charges will exceeélolp®r month on any unpaid
balance from the expiration of said period untiypant is delivered. See
Section 31-7-305 of the Mississippi Code Annotat&aller understands and
agrees that Purchaser is exempt from the paymeakes.

The State shall not pay any attorney's fees, pgepgt interest or the cost of
legal action to or for the Vendor.

Approved Contract

8.1

8.2

8.3

Award of Contract - A contract is considered tcalmearded to a proposer once
the proposer’s offering has been approved as lowest best proposal
through:

8.1.1 Written notification made to proposers idrg letterhead, or
8.1.2 Notification posted to thEI'S website for the project, or
8.1.3 CP-1 authorization executed for the project, or

8.1.4 The ITS Board's approval of same during an open sessidhef
Board.

ITS statute specifies whethBrS Director approval ofTS Board approval is
applicable for a given project, depending on thlttifecycle cost of the
contract.

A contract is not deemed final until five (5) wanki days after either the
award of contract or post procurement review, gilstted in thdTS Protest
Procedure and Policy. In the event of a validgsttthe State may, at its sole
discretion, continue the procurement or stay thecymement in accordance
with the ITS Protest Procedure and Policy. If the procuremerstayed, the
contract is not deemed final until the protesesoived.

Contract Validity
All contracts are valid only if signed by the Exg&ea Director ofITS.

Order of Contract Execution

Vendors will be required to sign contracts andnitidl all contract changes before the
Executive Director of TS signs.
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Availability of Funds

All contracts are subject to availability of fund$é the acquiring State entity and are
contingent upon receipt by the winning Vendor giuachase order from the acquiring
State entity.

CP-1 Requirement

All purchase orders issued for goods and servicesiiged from the awarded Vendor
under this RFP must be encoded by the Customercageith a CP-1 approval number
assigned byTS. This requirement does not apply to acquisititreg by policy have
been delegated to State entities.

Requirement for Electronic Payment and Invoicing

13.1

13.2

13.3

Payments to the awarded Vendor for all goods amdces acquired under
this RFP by state agencies that make payments ghrdhe Statewide
Automated Accounting System (“SAAS”) will be madiatronically, via
deposit to the bank account of the Vendor's choidée awarded Vendor
must enroll and be activated in PayMode™, the Staterrent vehicle for
sending and receiving electronic payments, prioreteiving any payments
from state agencies. There is no charge for a deta enroll or receive
payments via PayMode. For additional informationRayMode, including
registration instructions, Vendors should visit tHellowing website:
http://portal.paymode.com/msNVendors may also request assistance from the
Mississippi Management and Reporting System (MMRXIl Center
regarding PayMode registration by contactingsh@dfa.state.ms.us

For state agencies that make payments through Stk&Swarded Vendor is
required to submit electronically all invoices fpoods and services acquired
under this RFP, along with appropriate supportinguinentation, as directed
by the State. Should the requirement for electramioicing be implemented
during the term of the project contract, the Swatework with the Vendor to
determine a reasonable timeframe for initiating®dic invoicing.

Items 13.1 and 13.2 only apply to state agenciasrttake payments through
SAAS. Payments and invoices for all other entitig conform to their
standard methods of payment to contractors.

Time For Negotiations

14.1

All contractual issues must be successfully netgdiawithin fifteen (15)
working days from the Vendor’s initial receipt dfet project contract from
ITS, unlessITS consents to extend the period. Failure to coraplet
negotiations within the stated time period cont#gugrounds for rejection of
the Vendor’s response to this RFIPTS may withdraw the proposal award
and begin negotiations with the next ranked Vendonediately or pursue
any other option.
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Negotiations shall be limited to items to which tWlendor has noted as
exceptions on their Proposal Exception Summary F@asnwell as any new
items that the State may require. All contractngfes requested by the
Vendor related to such exceptions noted in Vendgrgposal shall be
submitted three (3) working days prior to scheduledotiations, unlesd§'S
consents to a different period.

Prime Contractor

The selected Vendor will be designated the prinrdrector in the proposal, and as such,
shall be solely responsible for all products/sesioffered in the proposal and for the
fulfillment of the contract with the State.

Sole Point of Contact
ITS will consider the selected Vendor to be the satpof contact with regard to
contractual matters, including payment of any dhdrearges resulting from the contract.

16.1

16.2

16.3

The Vendor must acknowledge and agree that in msaté proposals,

clarifications, negotiations, contracts and resotubf issues and/or disputes,
the Vendor represents all contractors, third psréied/or subcontractors the
Vendor has assembled for this project. The Veésdoommitments are

binding on all such parties and consequently treeSis only required to

negotiate with the Vendor.

Furthermore, the Vendor acknowledges and agregmde all rights and/or
services related to all general consulting, sesvieasing, software licensing,
warranties, hardware maintenance and/or softwappastito the State from
any contractor, third party or subcontractor withdbe State having to
negotiate separately or individually with any susdrties for these terms or
conditions.

Should a proposing Vendor wish to assign paymenarof or all charges
resulting from this contract to a third party, Vendanust disclose that fact in
his/her proposal, along with the third party’s nanagldress, nature of
business, and relationship to the proposing Vertterreason for and purpose
of the assignment, and all conditions of the assmgmt, including but not
limited to a copy of an assignment document toxexeated by the State, the
Vendor, and the third party. Such assignmentshelbccepted or rejected at
the sole discretion of the State. Vendor mustrteand definitively state in
his/her proposal whether the proposal is continggpdn the requested
assignment of payments. Whenever any assignmeguayohent is requested,
the proposal, contract, and assignment document mmgtude language
specifically guaranteeing that the proposing Vendasolely and fully liable
and responsible for the performance of its oblaai under the subject
contract. No assignment of payment will be conmgdeat the time of
purchase unless such assignment was fully discliostiet Vendor’s proposal
and subsequently accepted by the State.
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ITS Approval of Subcontractor Required

Unless provided in the contract, the Vendor shatl gontract with any other party for
furnishing any of the contracted work or servicatheut the consent, guidance, and
written approval of the StatelTS reserves the right of refusal and the right tauesq
replacement of a subcontractor due to unacceptabt& or conduct. This provision
should not be interpreted as requiring the approf/aidividual contracts of employment
between the Vendor and personnel assigned forcesruinder the contract.

Inclusion of Subcontract Agreements
Copies of any agreements to be executed betweeNedhdor and any subcontractors
must be included in the Vendor’s proposal.

Negotiations with Subcontractor

In order to protect the State’s interddiS reserves the right to attempt to resolve the
contractual disagreements that may arise betweeWéndor and its subcontractor after
award of the contract.

References to Vendor to Include Subcontractor
All references in the RFP to “Vendor” shall be doaed to encompass both the Vendor
and its subcontractors.

Outstanding Vendor Obligations

21.1 Any Vendor who presently owes the State of Mispjgismoney pursuant to
any contract for whicHTS is the contracting agent and who has received
written notification fromITS regarding the monies owed, must submit, with
the proposal, a certified check in the amount dud @wing in order for the
proposal in response to this RFP to be considéreda Vendor currently in
bankruptcy as of the RFP submission date, thisimeapent is met, if and only
if, ITS has an active petition before the appropriate hgiky court for
recovery of the full dollar amount presently owedthe State of Mississippi
by that Vendor. If the Vendor has emerged fromkbapicy by the RFP
submission date, the Vendor must pay in full anypam due and owing to
the State, as directed in the court-approved reazgaon plan, prior to any
proposal being considered.

21.2 Any Vendor who is presently in default on existrwntracts for whiciTS is
the contracting agent, or who otherwise is delimgue the performance of
any such contracted obligations, is in the solgoent of the State required
to make arrangement for fulfilling outstanding ghliions to the satisfaction
of the State in order for the proposal to be carsd.

21.3 The State, at its sole discretion, may reject tflopgsal of a Vendor with any
significant outstanding financial or other obligais to the State or who is in
bankruptcy at the time of proposal submission.

19



22.

23.

24,

25.

26.

27.

28.

RFP No.: 3612

Section IV: Legal and Contractual Information
Project No.: 38243

Revised: 6/15/2010

Equipment Condition
For all RFPs requiring equipment, the Vendor mwshith only new equipment in
response tdTS specifications, unless an explicit requirement dised equipment is
otherwise specified.

Delivery Intervals

The Vendor’s proposal must specify, in tBest Information Submissiand in response
to any specific instructions in th&echnical Specificationsdelivery and installation
intervals after receipt of order.

Pricing Guarantee

The Vendor must explicitly state, in ti@ost Information Submissiaand in response to
any specific instructions in th&echnical Specificationshow long the proposal will
remain valid. Unless stated to the contrary inTteehnical Specificationgpricing must

be guaranteed for a minimum of ninety (90) days.

Shipping Charges

For all RFPs requiring shipment of any product omponent, all products must be
delivered FOB destination to any location withie tpeographic boundaries of the State
with all transportation charges prepaid and inctlide the RFP proposal or LOC
guotation. Destination is the point of use.

Amortization Schedule

For all RFPs requiring equipment, contracts invadvithe payment of interest must
include an amortization schedule clearly documentime amount of interest payable
over the term of the contract.

Americans with Disabilities Act Compliance for Web Developmeh and Portal
Related Services

All Web and Portal development work must be dedigaed implemented in compliance
with the Electronic and Information Technology Assibility Standards associated with
Section 508 of the Rehabilitation Act and with tNeb Accessibility Initiative (WAI) of
the W3C.

Ownership of Developed Software

28.1 When specifications require the Vendor to develojwsare for the State, the
Vendor must acknowledge and agree that the Stateeisole owner of such
developed software with exclusive rights to usderalor distribute the
software without restriction. This requirement kggpto source code, object
code, and documentation.

28.2 The State may be willing to grant the Vendor a mehesive license to use the
State’s software subject to devising acceptabladesind license fees. This
requirement is a matter of State Law, and not najlet
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Ownership of Custom Tailored Software

In installations where the Vendor’s intellectuabperty is modified and custom-tailored
to meet the needs of the State, the Vendor must dife State an application license
entiting the State to use, and/or alter the safwavithout restriction. These
requirements apply to source code, object codedlandmentation.

Terms of Software License
The Vendor acknowledges and agrees that the terall ebftware licenses provided to
the State shall be perpetual unless stated otherwihie Vendor’s proposal.

The State is Licensee of Record

The Vendor must not bypass the software contragiimase of a project by licensing
project software intended for State use in its camypname. Upon award of a project,
the Vendor must ensure that the State is propécbnsed for all software that is
proposed for use in a project.

Remote Access via Virtual Private Network

Vendor must understand that the State of Mississippnterprise Security Policy
mandates that all remote access to and/or fronStae network must be accomplished
via a Virtual Private Network (VPN). If remote &ss is required at any time during the
life of this Agreement, Vendor and the State adoeienplement/maintain a VPN for this
connectivity. This required VPN must be IPSec-td@dESP tunnel mode) and will
terminate on a Cisco VPN-capable device (i.e. VBNcentrator, PIX firewall, etc.) on
the State’s premises. Vendor agrees that it naists expense, implement/maintain a
compatible hardware/software solution to terminthte specified VPN on the State’s
premises. The parties further understand and abegethe State protocol standard and
architecture are based on industry-standard sgqumatocols and manufacturer engaged
at the time of contract execution. The State re=setiee right to introduce a new protocol
and architecture standard and require the Vendopmaply with same, in the event the
industry introduces a more secure, robust prottcotplace IPSec/ESP and/or there is a
change in the manufacturer engaged.

Negotiating with Next-Ranked Vendor

Should the State cease doing business with anydresaflected via this RFP process, for
any reason, the State reserves the right to ieitregotiations with the next ranked
Vendor.

Disclosure of Proposal Information

Vendors should be aware that any information imap@sal may be subject to disclosure
or reproduction under the Mississippi Public Resoiddt of 1983, defined in Section 25-
61-1 et seq. of the Mississippi Code Annotat@dl. disclosures of proposal information
will be made in compliance with thB'S Public Records Procedures established in
accordance with the Mississippi Public Records AcfThe ITS Public Records
Procedures are available in Section 019-010 of & Procurement Handbook, on the
ITS Internet site at:http://dsitspe01.its.ms.gov/its/procman.nsf/TOC4&Dfiew or
from ITS upon request.
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As outlined in the Third Party Information sectiohthel TS Public Records Procedures,
ITS will give written notice to any affected Vendor @fequest to view or reproduce the
Vendor’'s proposal or portion thereofiTS will not, however, give such notice with
respect to summary information prepared in conoactvith the State’s review or
evaluation of a Vendor’s proposal, including, bot himited to, written presentations to
theITS Board or other approving bodies, and/or similaittem documentation prepared
for the project file. In addition,TS will not provide third-party notice for requests f
any contract executed as a result of this RFP, thghexception of information contained
in contract exhibits identified and labeled as abgritial during the contract negotiation
process.ITS will provide third-party notice of requests foryasuch confidential exhibits
to allow Vendor the opportunity to protect the imf@tion by court order as outlined in
thelITS Public Records Procedures.

Summary information and contract terms, as defadmove, become the propertyldfS,
who has the right to reproduce or distribute thfsrimation without notification.

Vendors should further be aware that requests i&olabure of proposal and contract
information are sometimes received Iy significantly after the proposal opening date.
ITS will notify the signatory “Officer in Bind of Congny” provided in Section | of this
RFP for Notification of Public Records Requestghia event information is requested
that your company might wish to consider protectsga trade secret or as confidential
commercial or financial information. If the “Offc in Bind of Company” should not be
used for notification of public records requestgn®lor should provide the alternative
contact information in response to this RFP item.

Risk Factors to be Assessed

The State will assess risk factors that may imtiekist within a given procurement and
that may develop over the course of a procuremertegs as facts become known. The
State, at its sole discretion, may employ the foligy mechanisms in mitigating these
risks: proposal bonding, performance bonding, msg payment plan with retainage,
inclusion of liquidated damages, and withholdingyrpant for all portions of the
products/services acquired until final acceptantke Vendor must agree to incorporate
any or all of the above terms and conditions ihtodustomer agreement.

Proposal Bond
The Vendor is not required to include a proposaldowith its RFP proposal.

Performance Bond/Irrevocable Bank Letter of Credit
The Vendor is not required to include the priceagberformance bond or irrevocable
bank letter of credit with his RFP proposal.

Responsibility for Behavior of Vendor Employees/Subtontractors

The Vendor will be responsible for the behaviomabfits employees and subcontractors
while on the premises of any State agency or utgiit. Any Vendor employee or
subcontractor acting in a manner determined bytiministration of any State agency or
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institution to be detrimental, abusive, or offemsto any of the staff or student body of
any State agency or institution will be asked svéethe premises and can be suspended
from further work on the premises.

Protests

The Executive Director difS and/or the Board Members [3fS or their designees shall
have the authority to resolve Vendor protests imnection with the selection for award
of a contract. Copies of the protest proceduresaarilable on théTS Internet site -
ITS Protest Procedure and Policy, Section 019-0Z8, Procurement Handbook at:
http://dsitspe01.its.ms.gov/its/procman.nsf/TOC4&@fiew or fromITS upon request.

Protest Bond

Potential Vendors may protest any of the speciboatof this RFP on the belief that the
specification is unlawful, unduly restrictive, onjustifiably restraining to competition.
Any such protest must be in writing and submitiedhne ITS Executive Director along
with the appropriate protest bond within five (59nking days of the Official Release of
the RFP, as defined in th@S Protest Procedure and Policy. The outside of the
envelope must be marked “Protest” and must sp&ffly number 3612.

As a condition precedent to filing any protest tedato this procurement, the Vendor
must procure, submit to th€S Executive Director with its written protest, andimtain

in effect at all times during the course of thetpsb or appeal thereof, a protest bond in
the full amount of the total estimated projectdifele cost or $250,000.00, whichever is
less. The total estimated project lifecycle codt be the amount used biy'S in the
computation of cost points, as the low cost in demominator of the cost evaluation
formula. The bond shall be accompanied by a dulhenticated or certified document
evidencing that the person executing the bond lisemsed Mississippi agent for the
bonding company. This certified document shalhtdg the name and address of the
person or entity holding the protest bond and stlaltify a contact person to be notified
in the event that the State is required to takemaagainst the bond. The protest bond
shall not be released to the protesting Vendot thei protest is finally resolved and the
time for appealing said protest has expired. Tiwest bond shall be procured at the
protesting Vendor's expense and be payable to thesi8sippi Department of
Information Technology Services. Prior to approdathe protest bondTS reserves the
right to review the protest bond and require thetgsting Vendor to substitute an
acceptable bond in such form as the State maymabBorequire. The premiums on such
bond shall be paid by the protesting Vendor. TheteSimay claim against the protest
bond as specified in Section 25-53-5 (n) of thedisippi Code of 1972, as amended
during the 1998 Mississippi legislative session, aieidition to all other rights and
remedies the State may have at law or in equity.

Should the written protest submitted by the Ventik to comply with the content
requirements ofi TS’ protest procedure and policy, fail to be submitteithin the
prescribed time limits, or fail to have the appriaf@ protest bond accompany it, the
protest will be summarily dismissed by & Executive Director.
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Mississippi Employment Protection Act

Effective July 1, 2008, Vendor acknowledges thatawarded, it will ensure its
compliance with the Mississippi Employment ProtectAct, Section 71-11-1, et seq. of
the Mississippi Code Annotated (Supp2008), andnedister and participate in the status
verification system for all newly hired employed@$ie term “employee” as used herein
means any person that is hired to perform work iwithe State of Mississippi. As used
herein, “status verification system” means the ghlle Immigration Reform and
Immigration Responsibility Act of 1996 that is optad by the United States Department
of Homeland Security, also known as the E-Verifpd?am, or any other successor
electronic verification system replacing the E-WerProgram. Vendor will agree to
maintain records of such compliance and, upon qefethe State, to provide a copy of
each such verification to the State.

Vendor acknowledges and certifies that any persssigaed to perform services
hereunder meets the employment eligibility requeata of all immigration laws of the
State of Mississippi.

Vendor acknowledges that violating the E-Verify gham (or successor thereto)
requirements subjects Vendor to the following: ¢apcellation of any state or public
contract and ineligibility for any state or pubtiontract for up to three (3) years, with
notice of such cancellation being made public, rthe loss of any license, permit,
certification or other document granted to Vendor &n agency, department or
governmental entity for the right to do businesdississippi for up to one (1) year, or
(c) both. Vendor would also be liable for any diddial costs incurred by the State due
to contract cancellation or loss of license or perm
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SECTION V
PROPOSAL EXCEPTIONS

Please return théroposal Exception Summary Forat the end of this section with all
exceptions to items in any Section of this RFPetiseand clearly explained or state “No
Exceptions Taken.” If ndProposal Exception Summary Foria included, the Vendor is
indicating that he takes no exceptions to any itethis RFP document.

1. Unless specifically disallowed on any specificatiberein, the Vendor may take
exception to any point within this RFP, includingecification denoted with "shall” or
“must,” as long as the following are true:

11

1.2

1.3

1.4

The specification is not a matter of State law;
The proposal still meets the intent of the RFP;

A Proposal Exception Summary Forns included with Vendor’s proposal;
and

The exception is clearly explained, along with attgrnative or substitution
the Vendor proposes to address the intent of theifsgation, on the Proposal
Exception Summary Form

The Vendor has no liability to provide items to athian exception has been takdmS

has no obligation to accept any exception. Dutiregproposal evaluation and/or contract
negotiation process, the Vendor di& will discuss each exception and take one of the
following actions:

2.
2.1
2.2
2.3
2.4
3.

The Vendor will withdraw the exception and meet #pecification in the
manner prescribed;

ITS will determine that the exception neither posemificant risk to the
project nor undermines the intent of the RFP aridaetept the exception;

ITS and the Vendor will agree on compromise languagaliog with the
exception and will insert same into the contract; o

None of the above actions is possible, di& either disqualifies the
Vendor’s proposal or withdraws the award and prdsete the next ranked
Vendor.

ShouldITS and the Vendor reach a successful agreerfiEatwill sign adjacent to each

exception which is being accepted or submit a fonméten response to thBroposal
Exception Summaryesponding to each of the Vendor's exceptions.e Phoposal
Exception Summaywith those exceptions approved By5, will become a part of any
contract on acquisitions made under this RFP.
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An exception will be accepted or rejected at tHe descretion of the State.

The State desires to award this RFP to a Vend&eodors with whom there is a high
probability of establishing a mutually agreeablentcact, substantially within the
standard terms and conditions of the State's RikdPyding theStandard Contracin
Exhibit A, if included herein. As such, Vendorbage proposals, in the sole opinion of
the State, reflect a substantial number of matenaeptions to this RFP, may place
themselves at a comparative disadvantage in thduai@n process or risk
disqualification of their proposals.

For Vendors who have successfully negotiated araontwith ITS in the pastITS
requests that, prior to taking any exceptions te RFP, the individual(s) preparing this
proposal first confer with other individuals whovieapreviously submitted proposals to
ITS or participated in contract negotiations wiiiS on behalf of their company, to
ensure the Vendor is consistent in the items telwhitakes exception.
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PROPOSAL EXCEPTION SUMMARY FORM

List and clearly explain any exceptions, for all RP Sections and Exhibits, in the table
below.

ITS RFP Vendor Proposal Brief Explanation of | ITS Acceptance (sign
Reference Reference Exception here only if accepted
(Reference (Page, section, items in | (Short description of

specific outline | Vendor’s proposal where| exception being

point to which exception is explained) | made)

exception is

taken)

1.

2.

3.

4,

5.

6.

7.
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SECTION Vi
RFP QUESTIONNAIRE

Please answer each question or provide the infasmas requested in this section.

1.

Statewide Automated Accounting System (SAAS) Informtion for State of
Mississippi Vendor File

1.1 SAAS Vendor Code Any Vendor who has not previously done businesis w
the State and has not been assigned a SAAS Vemwnder should furnish a
signed copy of an IRS W-9 form with the proposalcd@py of the W-9 Form
can be obtained by going to tRES website http://www.its.ms.goy clicking
on the “Procurement” button to the left of the sereselecting “Vendor
Information”, scrolling to the bottom of the pagnd clicking on the link
“Forms Required in RFP Responses.” Vendors whee faeviously done
business with the State should furni$ls with their SAAS Vendor code.

SAAS Vendor Code: OR SignedMurh Attached:

1.2 Vendor Self-Certification Form: The State of Mississippi, in an effort to
capture participation by minority Vendors, askst thach Vendor review the
State of Mississippi Minority Vendor Self Certiftten Form. This
information is for tracking/reporting purposes gnand will not be used in
determining which Vendor will be chosen for thejpob. Any Vendor who
can claim status as a Minority Business Enterpose& Woman Business
Enterprise in accordance with the definitions ois fiorm and who has not
previously submitted a form to the State of Miggpissshould submit the
completed form with the proposal. A copy of the btity Vendor Self-
Certification Form can be obtained at:
http://www.mississippi.org/assets/docs/minority/onity _vendor_selfcertfor
m.pdf Please direct any questions about minorityifesation in Mississippi
to the Minority Business Enterprise Division of thississippi Development
Authority by telephone at (601) 359-3448 or via émaat
Mminority @mississippi.org

Minority Vendor Self-Certification Form Included:
Minority Vendor Self-Certification Form Previousiubmitted:
Not claiming Minority or Women Business Enterprid@atus:

Certification of Authority to Sell

The Vendor must certify Vendor is a seller in gatanding, authorized to sell and able
to deliver all items and related services propaseithe State of Mississippi in the time
frame specified. Does the Vendor make these watibns? (A yes or no answer is
required.)
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Certification of No Conflict of Interest
Mississippi law clearly forbids a direct or inditeonflict of interest of a company or its
employees in selling to the State. The Vendor ranstver and/or provide the following:

3.1 Does there exist any possible conflict of interiesthe sale of items to any
institution withinITS jurisdiction or to any governing authority? (A y&sno
answer is required.)

3.2 If the possibility of a conflict does exist, proeia list of those institutions and
the nature of the conflict on a separate page acldde it in your proposal.
The Vendor may be precluded from selling to thas#titutions where a
conflict of interest may exist.

Pending Legal Actions

4.1 Are there any lawsuits or other legal proceedingairest the Vendor that
pertain to any of the software, hardware, or otimaterials and/or services
which are a part of the Vendor’s proposal? (Ageso answer is required.)

4.2 If so, provide a copy of same and state with spetyifthe current status of the
proceedings.

Non-Disclosure of Social Security Numbers

Does the Vendor acknowledge that any informatiostesy proposed, developed, or
modified under this RFP that disseminates, in amynfor manner, information or

material that contains the Social Security Numifearo individual, has mechanisms in
place to prevent the inadvertent disclosure ofildevidual’s Social Security Number to

members of the general public or to persons othen tthose persons who, in the
performance of their duties and responsibilitiesyena lawful and legitimate need to
know the individual's Social Security Number? Thisknowledgement is required by
Section 25-1-111 of the Mississippi Code Annotated.

Contracts

A properly executedMaster Purchase AgreemeriExhibits A and B) WITH NO
EXCEPTIONS is a requirement of this RFP. It wikdome a part of any contract
resulting from this proposalTS recommends that the customer and Vendor evalnate t
need for additional contracts at the time of puseha

6.1 The Master Purchase AgreememlUST be executed by all published
Vendors that are selling directly in order to papate in this EPL.

6.2 The terms of thdlaster Purchase Agreemeaite non-negotiable. No edits or
changes in the terms and conditions of this documwéhbe made. Vendors
unwilling to execute this Agreement should not siitamwesponse to this RFP.
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6.3 Please review Section VII, item 6.5, regarding &RRA and non-ARRA
versions of thévlaster Purchase Agreemenindicate below which version of
the contract the Vendor is choosing to execute.

ARRA
Non-ARRA

Order and Remit Address
The Vendor must specify both an order and a redutess:

Order Address:

Remit Address (if different):

Web Amendments

As stated in Section IIITS will use thelTS website to post amendments regarding
RFPs before the proposal openindnp://www.its.ms.gov/rfps/rfps_awaiting.shtni¥Ve
will post clarifications until noon seven days prio the proposal opening date listed on
the cover page of this RFP or the posted exterdat®, if applicable.

Vendors may list any questions or items needigifedation discovered in the week
prior to the proposal opening in a written formatre beginning of the proposal binder
or in the comment section for the individual offeyi

Does the Vendor certify that they have reviewedpy of thelTS amendments for RFPs
as above stated? (A yes or no answer is required.)
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SECTION Vi
RFP OVERVIEW

Request for Proposal Overview

11

1.2

1.3

1.4

1.5

1.6

Responses to this RFP will be used to produce aRRESS PRODUCTS
LIST (EPL) that providedTS clients and staff with an economical, flexible
mechanism to acquire Security Hardware/Software dymts in full
compliance with all purchasing requirements.

The EPL will have a specified dolldimit up to which clients may make
purchases from the EPL without coming throlig8 for approval.

ITS EPL clients include state agencies and institgtioh higher learning

which are undelTS purview and local government entities such aegiti
counties, local school districts, and communityleges which are not under
ITS purview.

1.3.1 All EPL clients may make routine purchases from BiL up to
the specified dollar limits under as defined in (h€ Procurement
Handbook, Section 011-03Brocurement Instruments: Express
Products Lists (EPLS)

1.3.2 State agencies and institutions may be authorizedake planned
purchases from the EPL over the specified doltaitdi in line with
their Long Range Information Systems Plan, as ddfin thelTS
Procurement Handbook, Section 013-OB@ocurement Types:
EPL Planned Purchases

1.3.3 All EPL clients may make purchases from the EPLrotre
specified dollar limits only with prior approvaloimITS.

1.3.4 ITS clients are not required to use EPLs for theichases.

It is a goal of the EPL to make list(s) of qualiyoducts in defined categories
available to state customers from reputable sowattdse best possible prices.

Pricing is a major concern dfS. Therefore Vendors must submit their
pricing structure comparable to national pricingntts, the GSA, other

statewide contracts, or other prominent pricingdbemark in terms of volume

discounts.

Submission of a proposal will not automatically kfya/endor’s products for
placement on the Security Hardware and SoftwaredsspProducts ListiTS
performs an evaluation of hardware/software offgsirbefore placing the
lowest and best offerings on the published EPL.
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1.7 Each EPL is unique ttor'S, administered unddf'S policies and procedures,
and not to be construed to apply or operate in @hgr manner by either
Vendors or governmental entities.

1.8 It is the intent ofITS that an EPL is a multi-award list. Howevér,S
reserves the right to make a single award EPL.

1.9 By submitting a proposal for consideration andus@n in the EPL, a Vendor
is professing a willingness to provide customeviserto ANY customer from
the State of Mississippi qualified to use the EPIAs a condition for
remaining on the EPL, Vendor must be willing to o our customers with
timely telephone responses to their calls for imfation regarding the
products and pricing proposed by your company uitialg but not limited to
timely provision of “written quotes.”

1.10 Any Vendor violating EPL policy may be removed fone or more EPL
cycles and a bond may be required with Vendor’'s pesposal submittal.

Right to Use Express Products List Proposals as Geral RFPs

ITS uses EPL products in combination with General RRPsany routine procurements.
ITS reserves the right to use the Vendor's EPL respansthe same capacity as a
General RFP. A General RFP is an unpublished calle of Vendors’ proposals for
particular types of products or services used maky by ITS to solicit configurations
and pricing through the Letter of Configuration (CPprocess on a project by project
basis.

Price Changes During Award or Renewal Period

All pricing proposed should be your best proposalipg. These costs are not-to-exceed
costs. Vendor is required to pass any price deegean to the customer. Vendor is also
encouraged to provide quantity discounts to custsno@ EPL offerings should large
guantities be purchased from the EPL.

Restriction on Advertising

The Vendor must receive written approval from th@at& before advertising or
referencing the award of a contract or the servimag provided. The Vendor must
agree not to refer to awards in commercial advagisn such a manner as to state or
imply that the firm or its services are endorsegaferred by the State of Mississippi.
The following guidelines pertain specifically tceethise of Express Products Lists.

4.1 Acceptable guidelines for marketing EPL productdude:

41.1 Vendor’s reference of any EPL should include a dp8on of the
EPL, the EPL RFP number, and the valid dates farEPL. EPLs
go out of date antl'S maintains several types of EPLs.
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4.1.2 ITS recommends that you reference our website in aanketing
publications or provide a link to our website frgur website.
http://www.its.ms.gov

4.1.3 Any description or interpretation offTS EPL policy or
reproduction of individual Vendor offerings shoubé an exact,
current, and complete quotation with the sourcentifled.
Examples include the published EPL, th€&S procurement
handbook, or the RFP number in question.

4.2 Unacceptable referencesldS EPLs include:

4.2.1 Do not imply that your EPL products are exclusineany way or
that you are the only EPL award. Government ciientst still
evaluate your EPL offerings with others on the tstdetermine
“lowest and best” qualification.

4.2.2 The EPL isNOT a “State Contract” as used by the Department of
Finance and Administration (DFA) Office of Purchase Travel.
Because the procedures for using DFA “State Cotstratiffer
from usingITS EPLs, we ask that you not use this terminology.

4.2.3 Do not mix marketing of EPL products with non-EPlogucts as
this may imply that those non-EPL products are alsthe EPL.

Minimum Legal Requirements

It is the intent oflTS that the Master Purchase Agreement, which is airegent of
some EPLs, and the Terms and Conditions of this RBRide the contractual basis for
purchases made from the EPL, and that additionatracts amondTS, the Vendor, or
the EPL customer will not prove necessary. Howesteould an EPL customer require a
custom contract at the time of sale to define diqdar project, additional appropriate
terms and conditions needed on a project may betiaded between the Vendor and EPL
Customer. Vendor must be willing to include anyadirof the requirements detailed in
Section IV to any contract if required byS.

Master Purchase Agreement

6.1 Due to the need for uniformity among EPL Vendorsahd proposal for an
EPL RFP _mustinclude an Master Purchase Agreemenwith NO
EXCEPTIONS.

6.2 After the proposal openingTS will send each awarded Vendor originals of

the completediaster Purchase Agreemeiatr the Vendor to sign and return.
ITS will execute the contract and return a signed oabio the Vendor.
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The purchase order from any individual customet s8kve as a supplement

to this Agreement.

Additional terms and conditiomay be negotiated

between the customer and Vendor at the time of aalaeeded.

American Recovery and Reinvestment Act (ARRA) cd20

6.4.1

6.4.2

6.4.3

6.4.4

While ARRA requirements are still evolving and somarent
EPLs were established prior to the establishmerfedéral rules
concerning the use of ARRA funds, to the best oflawowledge
and current assessmehitS believes the EPLs are valid purchase
instrument for the use of ARRA funds.

ITS recommends that customers using these instrumiemnts
purchases using ARRA funds obtain written quotatidrom

multiple EPL sellers, that the request for quotaicstate that
ARRA funds will be used for the purchase, and #dihguotations
be maintained in the purchase file.

ITS recommends that the customers using this EPL dochases
using ARRA funds work with the Vendor to ensuret ity have
adequate contractual protection as recommended Iy
Mississippi Office of the State Auditor. To seeaommended
articles for consideration for inclusion in an ARRAntract, see
“ARRA EPL Information for Stimulus Purchases” onethTS
website http://www.its.ms.gov/EPL.shtml or see Erepartment of
Finance and Administration site,

http://www.mmrs.state.ms.us/statewide applicat®isiulus/inde
X.shtml

ITS has created two versions of the Master Purchaseefent
and sellers may elect to execute either contrelcd recommends
that sellers choose Exhibit B, that includes theRARterms and
conditions.

6.4.4.1Exhibit A — Master Purchase Agreement — Non-ARRA
version.

6.4.4.2Exhibit B — Master Purchase Agreement — ARRA versio
This purchase agreement is the same as ExhibitAtive
following additions

6.44.2.1 New sub-article 9.12

6.4.4.2.2 Exhibit A
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6.4.5 Each seller’s record published on & Security Hardware and
Software EPL will have a field labeled “ARRA Paiiant” with
either a “YES” or “NO” designation. The ARRA “YES”
designation denotes that the seller has agreedotl with EPL
customers to fulfill purchases that are funded WRA and that
those sellers have signed the Master Purchase grgewith the
additional ARRA terms and conditions. The “NO” dgstion
indicates that the seller has not agreed to ppatei in ARRA
funded projects and has NOT signed ti& Master Purchase
Agreement with ARRA terms.

Substitutions

7.1

7.2

7.3

7.4

In general, substitutions are not authorized uRle? No. 3612.

If a product has been discontinued or it not abeladue to a national
constraint, the Vendor is expected, within reasmhia good faith, to offer an
equivalent or better substitute at or below theginal price, with the

customer’s permission. The offering being subtdunust be from the same
manufacturer as the approved EPL product beingodiswed or that is

unavailable.

ITS EPL AUDIT INTEGRITY. It is the responsibility oévery customer
using the EPL to maintain proper records to refieat all procurements from
the EPL are made in accordance WIills policies and procedures. It is the
responsibility of every participating EPL Vendorfexilitate the customer in
this regard. The purchase order must match the Bduct numbers and
descriptions unless there has been a substitutaaterm accordance with the
published EPL guidelines. The purchase order priag be lower than, but
may not exceed the published EPL pricing. Progeonds would include
written notes of the customer justification for rmaka desired Vendor/system
selection including a comparison of EPL productssidered. In the case of a
substitution, the seller must provide a formal tgntexplanatiomegarding the
manner in which the component substitution comphgth the corresponding
EPL guidelines.

Products or services purchased in conjunction #Rth products that are not
specifically described and authorized on the ptublisEPL are Non-EPL
Items” and the authority for purchasing such items nmamhe from public
purchasing dollar limitations or other procureméobls. An item being
substituted through the substitution policy outtirsove is still considered an
EPL item. Customer must keep a printed copy ofER¢ page(s) showing
the products being purchased in their documenta®nvell as the written
explanation regarding the substitution. Non-ERimi$ should be listed as
such on the purchase order or Vendor quotatiorvtadaconfusion and for
later audit purposes.
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Transition Between Cycles

Vendor should recognize that the EPL procedureyddiaal. There may be interim

periods between the expiration of an old EPL arditiroduction of a new EPL or the
issuance of corrections or updates to a workirtg liIBS must evaluate each cycle’s new
proposals before the new list can go into effetso, acquisition approvals already in
process using old proposals must have time to bepleted. Therefore, during these
periods, Vendors should strive to honor all prodaetd pricing on an active list.

Publication, Clarification, Corrections

9.1 The Security Hardware/Software EPL will be avaéabh thelTS website.
This includes:
9.11 Instructions for Use,
9.1.2 Master Purchase Agreement,
9.1.3 List(s) of approved security hardware/software, #meir not-to-

exceed EPL price, and

9.14 List(s) of the approved Vendors, their contactsicpase order
information, remittance information, and their seevfees.
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SECTION VI
TECHNICAL SPECIFICATIONS

How to Respond to this Section

11

1.2

1.3

1.4

1.5

1.6

1.7

Beginning with Item 2.1 of this section, label arespond to each outline
point in this section as it is labeled in the RFP.

The Vendor must respond with “ACKNOWLEDGED,” “WILCOMPLY” or
“AGREED” to each point in this section. In additianany items in this RFP
require detailed and specific responses to prothderequested information.
Failure to provide the information requested widsult in the Vendor
receiving a lower score for that item, or, at that&s sole discretion, being
subject to disqualification.

“ACKNOWLEDGED” should be used when no vendor resgmmor vendor
compliance is required. “ACKNOWLEDGED” simply mesathe vendor is
confirming to the State that he read the statem&his is commonly used in
the RFP sections where the agency’s current opegraginvironment is
described or where general information is beinggigbout the project.

“WILL COMPLY” or “AGREED” are used interchangeabty indicate that
the vendor will adhere to the requirement. Thesms$ are used to respond to
statements that specify that a vendor or vendorpgsed solution must
comply with a specific item or must perform a certask.

If the Vendor cannot respond with “ACKNOWLEDGED,” WiLL

COMPLY,” or “AGREED,” then the Vendor must respondith

“EXCEPTION.” (See Section V, for additional insttions regarding Vendor
exceptions.)

Where an outline point asks a question or requegtsmation, the Vendor
must respond with the specitimswer or information requested.

In addition to the above, Vendor must provide etplietails as to the manner
and degree to which the proposal meets or excemtdtsspecification.

General Overview and Background

2.1

The Mississippi Department of Information Techngldgervices is seeking
proposals from qualified Vendors to provide seguhiardware and software
products, and related installation and configuraiervices for the wide area,
local area and other network based systems usdd$yand its customers
(state agencies and entities). The objectiveiefRif-P is to provide a tool for
the acquisition of security hardware and softwaia will allow ITS and its
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customers to incorporate their desired securityswmess within their network
and systems infrastructure.

The Department of Information Technology Servic€ES] - Information
Security Division has developed three RFPs to aagisncies and institutions
with IT Security issues.ITS issued Request for Proposal (RFP) 3606 on
behalf of the Information Security Division to dsiah a Vendor pool for the
acquisition of security risk assessment servicesgdmgncies and institutions.
RFP No. 3606 does notnclude the remediation work required to
satisfy/resolve any audit findings. RFP No. 3pt@vides a pool of qualified
Vendors to assist agencies and institutions by igmoy the security
consulting services required to resolve IT Secussyies. RFP No. 3612 will
provide for the acquisition of security hardware aoftware products.

ITS will evaluate the proposals from this RFP, plactognpetitive offerings
on the Security Hardware and Software Express Rtedist. The EPL is a
published list, which providesTS EPL clients an economical, flexible
mechanism to acquire this technology in full cormaptie with all purchasing
requirements. ITS customers obtain the Security Hardware/Softwaré EP
from thelTS Web Site or by requesting a copy. They are ablgldce their
purchase orders directly with EPL Vendors afterfqrening their own
comparative evaluation.

There will be no sole winning Vendor in responsé¢his RFP. All responses
will be evaluated and rated based on completerfagsponse, the degree and
type of security hardware/software experience, ®etdor's concurrence
with the requirements of this RFP. Successful \desavill be maintained on
a list and will be eligible to participate in a cpetitive process on a project-
by-project basis. Awards may be made to valid \éesanultiple times using
these procedures.

The dollar limitation for the Security Hardware/Sadire EPL is anticipated to
be $100,000.00 per project.

For projects that exceed the scope or dollar lioita for the Security
Hardware/Software EPUTS will use the LOC process outlined in Section
VII, Item 2. Throughout the lifecycle of this RFIPIS consultants will
reference the list of Vendors approved to partigipa the Security Hardware
and Software EPL and will send out a Letter of @mumation (LOC)
requesting more detailed information on the reqeegiroducts and services.
In response to such a request, the Vendor subnpesife pricing
information, and other project-specific informatiobased on Vendor’s
proposal and not-to-exceed pricing submitted ipoase to this RFP.
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Statements of Understanding

3.1

3.2

Due to the sensitivity of systems security infornimatthat will be available
through the installation of security hardware/saitev products, the Vendor
must describe the background verification processiun the hiring of their
management staff and their individual consultants.

Each awarded Vendor will be required to sign a @emitiality Agreement
(Exhibit C) with ITS. In addition, the EPL Customer may require a sspar
Confidentiality Agreement with the Vendor.

Procurement Project Schedule

Task Date

First Advertisement Date for RFP 06/15/2010
Second Advertisement Date for RFP 06/22/2010
Deadline for Vendor's Written Questions 3:00 p.nen@al

Time on 07/06/2010

Deadline for Questions Answered and Postéd/12/2010
to ITS Web Site

Open Proposals 07/19/2010
Evaluation of Proposals 7/19/2010 — 7/30/2010
Contract Negotiation 8/2/2010 — 8/20/2010D

Security Hardware and Software Products

5.1

The Hardware and Software Express Products Redoeftroposal allows
Vendors to propose products in the following catesgo

5.1.1 Firewall Products

5.1.2 Intrusion Detection Systems

5.1.3 Intrusion Prevention/Monitoring Systems
514 Email and Web Security Products

5.1.5 Data Security and Encryption Products
5.1.6 Host-based Security Products

5.1.7 Security Management Systems

5.1.8 Security/Risk Assessment Products
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5.1.9 Application Security Assessment Products
5.1.10  Authentication Products
5.1.11 Data Loss Prevention Products

ITS issued RFP Number 3606, Security Risk Assessmenticgs, on
October 29, 2009, to establish a Vendor pool fer dquisition of Security
Risk Assessment Services by agencies and institutiof the State of
Mississippi.

5.2.1 Vendors who are members of the Vendor pool for RieiPnber
3606, Security Risk Assessment Services, will rotabowed to
sell security hardware and software to an agentlinvithe scope
of a security assessment that Vendor is providioig & given
agency.

ITS issued RFP Number 3610, Security Consulting Sesyion January 26,
2010, to establish a Vendor pool for the acquisitd Consulting Services by
agencies and institutions of the State of MissfEsip

Vendors must propose only security-related hardveaued software products
and related services in response to this RH. reserves the right to remove
products or services from a Vendor’'s proposal #ratdeemed to be out of
scope and do not meet the intentions of this RFP.

Vendors may not propose software covered by exisstatewide contracts
which include the volume license agreements covesethe Software EPL
3594 as well as Microsoft Select EPL 3533. A liokboth EPLs can be found
at http://www.its.ms.gov/EPL.shtml These EPLs only cover software from
the named manufacturers. Vendors may propose haeddevices from these
manufacturers with or without bundled software.néfers should review each
EPL to gain a better understanding of the scopearucts covered.

55.1 The Software EPL 3594 includes products by theovalhg
manufacturers:  Adobe, Citrix, Corel, IBM-Lotus Bpert,
McAfee, Novell, Symantec and other desktop utilggftware,
Attachmate, Autodesk, SAP Business Objects (Crystal
Reports/Decisions), Computer Associates, EMC (NeRkafo
Homebase, Replistor Software), Hummingbird, Qué&kiphos,
Trend Micro.

5.5.2 The Microsoft Select EPL 3533 covers products effevia the
Microsoft Select Master Agreement for both governtmand
education, Microsoft Enterprise Agreement, Micros@ampus
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Agreement, Microsoft School Agreement, and MicrbosOpen
License Program.

The State reserves the right to give additionakm@ration to Vendors that
are able to propose a wide array of the producjaested. In addition, the
State requires that Vendors not only sell the egeit but also possess the
resources to work with customers and provide thdth security solutions
that fit across their entire infrastructure.

Vendor must list all products that his company jes for each category
using the spreadsheet provided for download agitbescin Section IXCost
Information SubmissionVendor must provide the Product Name/Description
Category, Manufacturer Number, Manufacturer, Lieedg/pe, List Price,
Discount Percentage, and Cost to State for eaduptdhat his company is
able to provide.

5.7.1 Vendors may propose any number of manufacturexymts in
response to this RFP, but Vendors are limited @ [8@s within
the spreadsheet for providing ALL product optiomsluding
warranty information for associated products.

5.7.2 Vendors must include verification/certification 1o the
manufacturer that their company is authorized th sestall, and
service the proposed products. The Vendor mustigeotheir
company’s information as it relates to their stagdagreement
with any of the proposed manufacturers. That mfttion must
include: company name, address, prime contacphelee number
and their respective level of certification andéervice level with
that manufacturer.

Current Marketing Report Requirement
Section Xl of this RFP outlines sales reportinguiegments for Vendors
whose products are accepted on the EPL.

The Vendor must propose new equipment that is sleala design to support
both current and emerging technologies. Equipmeatr end-of-life (EOL)
will not be accepted.

After market, refurbished, or OEM products will rim accepted.

Vendor products that are manufactured on bladesiadules that integrate
into host network devices or appliances may be gseg@ as part of this RFP,
but the associated host network device or appliasagot included in the
scope of this RFP.

There is no guarantee of volume through the liféhisf contract.
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5.13 Installation Service Requirements
5.13.1 Pre-installation meetings with the customer, ifuieed

5.13.2  Configuration of the equipment (including reviewrefease notes,
caveats and bug reports to ensure compatibility fandtionality
of hardware and software)

5.13.3  Coordination with the customer staff concerningestties
5.13.4  Physical installation, testing, and acceptance

5.13.5 Vendor must identify any and all cost associatedhvthese
services.

5.14 General Warranty Requirements

5.14.1  Vendor must provide the standard manufacturer warraptions
available for hardware and software proposed.

5.14.2 Vendors may also propose the upgrades available efrh

warranty.
6. Additional Requirements
6.1 Request for Quote/Statement of Work

6.1.1 Vendor must acknowledge that a well-organized Statdé of
Work that clearly identifies all components beirrggosed as well
as all related services that will be provided facle project
awarded from this RFP. The Statement of Work shdlude, at
minimum, the following components.

6.1.1.1Complete listing of all hardware and software being
proposed.

6.1.1.2If applicable, scope of work including listing of
responsibilities and accountable parties (venddste$S
other).

6.1.1.3A schedule/timetable for the entire project.

6.1.1.4An itemized description of the total cost of theojpct
based on the pricing proposed in this RFP.
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7. Vendor Qualifications for all Sellers

7.1

7.2

7.3

7.4

Sellers must meet Value-added Vendor requiremeniescribe in your
response how your company fulfills these qualifaatg.

Value-added Vendor

7.2.1

71.2.2

7.2.3

Value-added Vendorsre those who can address a customer’s
needs for delivery, installation, custom integnatiotraining,
consulting, and “hand holding” with in-house stafid same or
next-day on-site support to the degree requirethby Mississippi
customers. Value-added Vendorkave directly invested in staff,
training resources, and physical facilities logisliy available to
Mississippi EPL Customers. These are the Venddrs possess
established in-house resources to provide integraticross a
diverse spectrum of technology such as LANs, WAN$grnet,
multimedia applications, computer-aided/assistaarsgware, and
administrative applications.

Value-added Vendorare those prime parties who are capable of
providing the on-site warranty service directly aadrdinate these
services between the customer and the manufadtutee degree
that the process to activate the on-site servidtascaansparent to
the customer. Therefore the customers will notehtvfend for
themselves with remote 1-800 support.

Value-added Vendors must have an office or sersggger within
200 miles of a Mississippi border in order to bensidered
“logistically available to Mississippi EPL Custorse€r “Virtual”
or “Home” offices do not meet this standard.

ITS reserves the right to make the final, sole deteation of Value-added
status. References may be used in the determinaftidandor qualification.

Vendor Fees

7.4.1

7.4.2

Value-added Vendors are required to propose allroppjate
service fees for this EPL in order to be awardedu®added
status. Failure to submit a response to the serfees will
disqualify your proposal.

All service rates are not-to-exceed prices and b&jowered but
not raised during the EPL one year term.
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7.4.3 Services fees will be proposed in spreadsheet foasaefined in
Section IX,Cost Information SubmissionITS is soliciting and
will publish these four (4) rates.

7.4.3.1 Hourly Rate for basic installation services

7.4.3.2 Hourly Rate for project manager/engineer/advanced
technician

7.4.3.3 Hourly Rate for travel
7.4.3.4 Hourly Rate for training

7.4.4 The Security Hardware/Software EPL is NOT a ses/iREP nor
may any of these service fees be used for warraati. It is the
intent of ITS that service fees are to be used in conjunctidh wi
the initial installation and configuration of eqmpnt purchased
from this RFP.

7.4.41 The use of the Security Hardware/Software EPL
Service Fee as the procurement authority for orggoin
maintenance support or for consulting services is
prohibited. This EPL does not provide procurement
authority for using the service rates after thdiahi
purchase and installation.

7.4.4.2 ITS encourages the Vendors to propose additional
enhanced warranty options as part of their EPL
proposal. Sellers are encouraged to discuss these
extended warranties with their customers.

7.4.5 Seller should propose hourly rates based upon atdnousiness
hours of 8 x 5, Monday — Friday, excluding holidayShould
customers have needs for after hours services,erSellay
optionally charge up to one and one-half (1 %) sirtleeir service
rate, provided Seller has supplied a written edgnand advised
the customer of the after-hours charge.

7.4.6 The Travel Hourly Rate covers the time and codrafel within
state boundaries. This rate may not be used oofestate travel.

7.4.6.1 Any Travel Hourly Rate may not exceed the Seller’s
highest hourly rate proposed.

7.4.6.2 For Vendors with multiple service center locatidi$§
expects a good faith effort on the part of any \Gerd
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tailor the customer service needs with the lowests
and expenses possible.

7.4.7 Vendor must provide to the customer at the timsadé a not-to-
exceed estimate of installation and any travel feebe used in
conjunction with services. Travel fees are negedidbetween the
Vendor and customer and should include the follgwin
considerations:

7.4.7.1 s the estimate for one-way or two-way travel?
7.4.7.2 s the estimate per technician or per vehicle?

7.4.7.3 If there is a need for extended on-site work inirajv
per diem charges for meals, mileage, hotels, airfar
etc., customer would authorize these charges throug
other public purchasing procedures. They are not
authorized under this EPL.

7.5 Vendor is solely responsible for all delivery amdplementation subject to
formal customer acceptance. TS does not encourage the use of
subcontractors. Any use thereof must be transp#éoeihe customer with all
transactions and payment conducted directly withe ttSecurity
Hardware/Software EPL Vendor. Any sub-contractorgst be named in
Section X and responding Vendor must provide refege for those sub-
contractors. Should a Vendor need to add additisal-contractors during
the term of the EPL, they must submit those namdseferences tif'S EPL
Team for approval.

7.6 The Master Purchase Agreement provides in Articted and 7.8 for
circumstances when the customer may test and g¢gghmpurchased product
to ensure it is not defective and that it perfotmghe specifications published
in the EPL. The Master Purchase Agreement doepnmovide for “buyer’s
remorse,” where the customer may send back a pradwause the customer
has changed his mind or wants something elsehelfdelivered product is
defective, the customer may return the produdtef¥¥endor is notified within
the ten (10) working day acceptance period. It ldiche at the Vendor’'s
discretion whether to accept a return for non-defeequipment and whether
to charge the customer a “re-stocking” fee in ortetake back unwanted
products. The customer assumes responsibilityallotre-stocking” fees in
this instance as a condition for using the EPL.

Company Profile for Sellers

8.1 The Vendor must provide details of experience mittstallation and support
of security hardware and software for at least prgect completed over the
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past five years for each of the security hardwafeisre categories that the
Vendor offers in Section IXCost Information Submission At minimum,
these details must include customer company nameatibn, project
description, project timeframe, and number of mefythars of experience in
each project area.

It is desirable that the Vendor have state and/tivero governmental
experience. Identify any of the projects listedabwhere the client was a
state or other governmental organization.

Vendor should respond to this section in relatiorhow Vendor can serve
ITS’ Mississippi government clients.ITS is not interested in volumes of
annual reports or marketing brochures that germeraWendor national
services. We want to know how Vendor propose&iteesMississippi clients.

8.3.1 How many years has Vendor's company been in busthes
Vendor's company must have been in business a mmimwf two
years.

8.3.2 Provide background details on the company including

8.3.2.1 Ownership information,
8.3.2.2Date established,
8.3.2.3State of Incorporation,
8.3.2.4Total number of employees, and
8.3.2.5Changes in control.
8.3.3 Describe Vendor’s sales staff and staffing for pcomanagement.
8.3.4 Describe Vendor’s process for:
8.3.4.1Handling sales and quotation requests;
8.3.4.2Tracking the delivery of products;
8.3.4.3Installation; and
8.3.4.4Billing

8.3.5 Does Vendor have a store front/service center(s)séove
Mississippi clients?
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8.3.6

8.3.7

8.3.8

8.3.9

8.4 Financial

8.4.1

8.4.2
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8.3.5.1Describe  the location, providing street address,
approximate square footage, etc.

8.3.5.2List the offices that will be used to provide ilktaon and
on-site support.

8.3.5.3Differentiate company facilities from any “virtualffice”
or home office.

Under what conditions would third-party supportused in lieu of
in-house staff?

Describe response time for initial call responsesibe personnel
response, and resolution. Include average tinwedlsas a not-to-
exceed time frame for each type of response.

List any manufacturer certifications held by Verildarompany as
a whole. Please provide a copy of the manufacesdifications
for your company.

Describe any “Value-Adds” that your company wouldpde if
awarded under this RFP.

Vendor must provide most recent annual report orectl audited
financial statements, which must include a letterf a CPA or
accounting firm indicating that the financial redsrhave been
reviewed. Failure to provide this information mayminate your
proposal from further consideration. At a minimuthe report
should include assets / liabilities and an incomevénue report.

Financial Viability

Does Vendor certify that it has credit from its orapupplier,
banker, and/or other guarantor(s) to cover projegisto the
planned dollar approval limit of the EPL of $10MQA0 (A yes or
no answer is required.)

In cases where there are state customer problentsgdihe RFP
cycle due to Vendor inability to finance purchadds§ reserves
the right to take corrective action, up to and udahg
disqualification from participation in the RFP pess.

9.1 Vendor must identify the engineering/technical parel who will be
available to provide security installation and éguafation services. Resumes
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of engineering/technical personnel should inclueiaits regarding experience
with the specific products proposed by the Vendoresponse to this RFP.
Vendor must provide copies of relevant certificasioand/or security
clearance/classifications possessed by the promstaéd

Vendor must designate a single point-of-contact &adkup for routine
communications under this contract.

Vendors must provide the same information as alfoveach subcontractor
whom the Vendor proposes to perform any of thetfans under this RFP.

Proposal Validation, Use, and Updates

10.1

10.2

10.3

At times to be set at the discretionl®fS, an update may be requested from
all participating Vendors. At such a scheduled aipd Vendors will be
requested to update their contact information eiéaed, and will be allowed
to make any needed changes or additions to the&pogsed information
including pricing.

This RFP will be used for a one-year term with th#ion to renew the
resulting contract as needs evolve. At the entth@finitial term, the contract
may be extended, upon the written consent of thigegathe length of which
will be agreed upon by the parties.

ITS reserves the right to also use the awarded prigp@sathe basis for
satisfying additional requests that may originatenf agencies and institutions
underITS purview, via the Letter of Configuration processlimed in Section
VI, Item 2.

Cost Proposal

111

Vendors must provide detailed and comprehensiveizied pricing based on
the requirements listed within this RFP and theorimiation described in
Section IX: Cost Information Submission

Proposal Evaluation Methodology

12.1 An Evaluation Team composed primarily bfS personnel will review and

evaluate all proposals. All information providey the Vendors, as well as any
other information available to evaluation team,|vie used to evaluate the
proposals. The Evaluation Team will use categdoescore all proposals based
on the following:

12.1.1 Each category included in the scoring mechanisrassgigned a weight

between one and 100.
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12.1.2 The sum of all categories, other than Value-Addja¢g) 100 possible
points.

12.1.3 Value-Add is defined as product(s) or service(sglesive of the stated
functional and technical requirements and providedhe State at no
additional charge, which, in the sole judgmenthd State, provide both
benefit and value to the State significant enoughdistinguish the
proposal and merit the award of additional poin#s.Value-Add rating
between 0 and 5 may be assigned based on the rassgsef the
evaluation team. These points will be added tddle score.

12.1.4 For evaluation of RFP 3612, the evaluation teant wéke the following
categories and possible points:

Possible
Category Points
Non-Cost Categories:
Vendor and Staff Qualifications 40
/Experience
Compliance with RFP 10
Total Non-Cost Points 50
Cost 50
Total Base Points 100
Value Add 5
Maximum Possible Points 105

12.2 The evaluation will be conducted in four stagefodews:

12.2.1 Stage 1 — Selection of Responsive/Valid Propos&lach proposal will be
reviewed to determine if it is sufficiently respores to the RFP
requirements to permit a complete evaluation. Apoasive proposal
must comply with the instructions stated in thisPR®with regard to
content, organization/format, Vendor experienceniber of copies, bond
requirement, and timely delivery. No evaluatiomp® will be awarded in
this stage. Failure to submit a complete proposaf result in rejection of
the proposal.

12.2.2 Stage 2 — Non-cost Evaluation (all requirementsughieg cost)

12.2.2.1 Non-cost categories and possible point valuessare a
follows:
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Non-Cost Categories Possible Points
Vendor Qualifications/Experience 10 Points
Value Added Vendor 30 Points
Compliance with RFP 10 Points
Maximum Possible Points 50 Points
12.2.2.2 Proposals meeting fewer than 80% of the requiresnant

the non-cost categories may be eliminated from héirrt
consideration.

12.2.3Stage 3 — Cost Evaluation
12.2.3.1 Points will assigned using the following formula:
(1-((B-A)/A))*n
Where:
A = Total lifecycle cost of lowest valid proposal

B = Total lifecycle cost of proposal being scored
n = Maximum number of points allocated to costtfos

acquisition

12.2.3.2 Cost categories and maximum point values are &sifsi

Cost Category Possible Points
Lifecycle Cost 40 Points
Discount % off List 10 Points
Maximum Possible Points 50 Points
12.2.4 Stage 4 — Selection of the successful Vendor
12.2.4.1 Optional Oral Presentation - At the State’s option,

Vendors remaining in a competitive posture nearehd of the
evaluation may be requested to make an oral prs@mt This
presentation must be in person in Jackson, Miggissat the
Vendor’'s expense and conducted within seven (@ncir days of
notification. The presentation must be made by Memdor's
proposed project principal. The presentation terided to give
the State an opportunity to become acquainted thighVendor's
project principal, receive a first-hand understagdf the proposal
and engage in a question and answer session.
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12.2.4.2 Final Quantitative Evaluation - Following any
requested presentations, the Evaluation Team eAivaluate any
technical/functional scores as necessary. Thenieglffunctional
and cost scores will then be combined to deterrtheeVendor’'s

final score.

51



1.

RFP No.: 3612

Section IX: Cost Information Submission
Project No.: 38243
Revised: 6/15/2010

SECTION IX
COST INFORMATION SUBMISSION

Instructions for completing Section 1X, Cost Information Submission

1.1. The Cost Information Submission is provided for dévad from thdTS website at
http://www.its.ms.gove/rfps/3612.shtml

1.2.Vendors MUST download the file “3612_CostIinformatiubmission.xIs” and complete
the spreadsheet.

1.3.Vendors are limited to 300 lines within the sprémesis for providing ALL product
options including warranty information for assoeproducts.

1.4.The spreadsheet provides 3 separate worksheefemaors to provide Product
Information, Service Fees, and Contact Informatiglendor must print all 3 tabs and
provide a printed copy with proposal submission.

1.5. Any cost not listed in this section may resulthie ¥endor providing those products or
services at no charge to the State or face didopadion.

Directions for Submitting RFP Electronic Files

2.1. Information must be submitted in spreadsheet farrdat not use tables from word
processing applications. Acceptable file typesliated below.
2.1.1. Microsoft Excel

2.2.CD or diskette must be labeled with Vendor nameRRB No. 3612.

2.3.Vendor must include a hard paper copy of each gpheset.

Overview of Cost Information Submission

3.1. Product Information
The following items provide a definition or des¢igm of what information is expected
for each column of th€ost Information Submission

3.1.1. Product Name/Description
Commercial name for the product along with a stdedcription.

3.1.2.CAT
For each product offering, the Vendor must indidaies the product should be
categorized by indicating the appropriate categanyber in the “CAT” column.
A product may fall into more than one category.e Thategories and their
assigned numbers are as follows:
» 1-Firewall Products
» 2-Intrusion Detection Systems
» 3-Intrusion Prevention/Monitoring Systems
* 4-Email and Web Security Products
» 5-Data Security and Encryption Products
» 6-Host Based Security Products
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» 7-Security Management Systems

» 8-Security/Risk Assessment Products

* 9-Application Security Assessment Products
» 10-Authentication Products

» 11-Data Loss Prevention Products

3.1.3. MFG#
Unique identification number assigned by manufaattw identify a specific
product.

3.1.4. Manufacturer
Name of manufacturer for the product being proposed

3.1.5.License Type
For software products, the Vendor must use thisroalto indicate the License
Type for the particular product; i.e., perpetuabscription, enterprise, or named
seat. If the product offers tier pricing, the Vendhay use the “License Type”
column to indicate the tier levels available. d¢t a software product, leave this
cell blank.

3.1.6. List Price
List Price of the product being offered.

3.1.7.Discount Percentage
Vendor’s discount to the State.

3.1.8.Cost to State
List Price minus the Discount.

3.2.Service Fees
The Vendor must propose service fees as defin&aation VIII, item 7.4.3.

3.2.1. Mail-order Vendors are not accepted under RFP 3612.
3.2.2. All Vendors seeking the designation of “Value-adtsshdor” MUST propose
service fees.

3.3. Contact Information
The Vendor must provide the information requested.
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SECTION X
REFERENCES

Please return the following Reference Forms, aagpiicable, Subcontractor Reference Forms.

1. References

11

The Vendor must provide at least 3 references stingiof Vendor accounts
that the State may contact. Required informatiociudes name, address,
telephone number, and length of time the accoust been a reference.
Forms for providing reference information are imtdd on the next page. The
Vendor must make arrangements in advance with ¢heumt references so
that they may be contacted at the Project teanmgertence without further
clearance or Vendor intercession. Failure to mlewhis information in the
manner described may subject the Vendor's propdsalbeing rated
unfavorably relative to these criteria or disquedif altogether at the State’s
sole discretion.

1.2 References should be based on the following psoféded be able to
substantiate the following information from both magement and technical
viewpoints:

1.2.1 The reference installations must indicate the Vesdamowledge
and depth of experience in the installation angetipof security
hardware/software, as described in Section VidmiB8Company
Profile for Sellers

1.2.2 The reference installations must collectively suppall
functions/expertise Vendor is proposing; and

1.2.3 Vendor may be given extra consideration for govesnim
references.

2. Subcontractors

The Vendor’s proposal must identify any subcontratiiat will be used and include the
name of the company, telephone number, contacopetgpe of work subcontractor will
perform, number of certified employees to perfoaidsvork, and 3 references for whom
the subcontractor has performed work that the Stetg contact. Forms for providing
subcontractor information and references are iredudt the end of this sectiomhe
Vendor must note that the same requirements fonrtlea References section apply to
subcontractors.
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REFERENCE FORM
Complete 3 Reference Forms.

Contact Name:
Company Name:
Address:

Phone #:

E-Mail:

Project Start Date:
Project End Date:

Description of product/services/project, includstgrt and end dates:

55



SUBCONTRACTOR REFERENCE FORM
Complete a separate form for each subcontractor prmosed.

Contact Name:
Company name:
Address:

Phone #:

E-Mail:

Scope of services/products to be provided by subacior:

RFP No.: 3612
Section X: References

Project No.: 38243
Revised: 6/15/2010

Complete 3 Reference Forms for each Subcontractor.

Contact Name:
Company name:
Address:

Phone #:

E-Mail:

Description of product/services/project, includstgrt and end dates:
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SECTION XI
MARKETING REPORT

Vendors whose products are awarded under the 8etlardware/Software EPL MUST
maintain a record of sales reported on an anns$ tal TS. Marketing Reports are due
fifteen (15) days after the RFP expires. Shohld EPL be extended for an additional
period of time, a record of Security Hardware/SeaftEPL sales must also be reported
for the extension period.

The following table shows an example of an accdetaiarketing report.

Date Client Purchase Order Summary Total
01/05/2010| Public Safety XYZ Firewall Product $BHD0
01/15/2010| Aberdeen School DistricABC Intrusion Product $130,000.00
01/23/2010| Jones Junior College XYZ Email/Web Ségur $15,000.00

Product
Total $169,995.00

No Sales. If there were no sales during a reppnbi@riod, the Vendor must submit a
Marketing Report showing no sales.

Failure to provide this sales information will beuse to be terminated from the EPL and
to be disqualified from evaluation in future EPLciss.

ITS reserves the right to request more detailed saflesnation on an individual basis.

ITS may compile the individual reports into a Summaryarkéting Report. The
Summary Marketing report will not show individudient names, only total sales from
each Vendor. The Summary Marketing Report willdme the property aifS with the
right to publish, reproduce or distribute withowttification. Vendor’'s submission of a
response to this RFP will constitute acceptanchisf policy. Vendors may request a
copy of this report under thH&€S Open Records Procedure.

Any requests other than the Summary Marketing Refmor copies of an individual

Vendor’s marketing report or any other informattbat is part of the Vendor’s proposal
will fall under ITS Open Records Procedure as defined in Ki® Procurement

Handbook.

ITS staff places a high value on this historical infation. We acknowledge the effort entailed
in compiling this information and offer our appraon in advance.
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EXHIBIT A
STANDARD CONTRACT
Non-ARRA Version

A properly executed contract is a requirement of RFP. After an award has been made, it will
be necessary for the winning Vendor to executen&ract withITS.

Due to the need for uniformity among EPL Vendotse terms of the Master Purchase
Agreement are non-negotiable.

MASTER PURCHASE AGREEMENT
BETWEEN
INSERT VENDOR NAME
AND
MISSISSIPPI DEPARTMENT OF INFORMATION TECHNOLOGY S ERVICES
AS CONTRACTING AGENT FOR THE
AGENCIES AND INSTITUTIONS OF THE STATE OF MISSISSI PPI

This Master Purchase Agreement (hereinafter refdoes “Master Agreement”) is entered into
by and between INSERT VENDOR NAME a INSERT STATE QRCORPORATION
corporation having its principal offices at INSER'EENDOR STREET ADDRESS (hereinafter
referred to as “Seller”) and the Mississippi Depaamt of Information Technology Services,
having its principal place of business at 301 Nasimar Street, Suite 508, Jackson, Mississippi
39201 (hereinafter referred to as “ITS”), as cortirey agent for the governmental agencies and
educational institutions of the State of Mississifffereinafter referred to as “Purchaser”). ITS
and Purchaser are sometimes collectively refeodabtein as “State.”

WHEREAS, ITS, pursuant to Request for Proposals (“RFP”) KenB8612 requested proposals
for the acquisition of a master contract containing terms and conditions which will govern
any orders placed by Purchaser during the ternhief Master Agreement for security related
hardware and software (hereinafter referred tdPasducts”); and

WHEREAS, the Seller was one of the successful respondardas iopen, fair and competitive
procurement process to provide the above mentiGeedces;

NOW THEREFORE, in consideration of the mutual understandingspises, consideration
and agreements set forth, the parties hereto agréslows:

ARTICLE 1 TERM OF AGREEMENT

Unless terminated as prescribed elsewhere heteinMaster Agreement will become effective
on the date it is signed by all parties (the “Efifex Date”) and will continue in effect for one (1)
year thereafter, or until all warranties provided®eller to Purchaser have expired, whichever
occurs last (hereinafter referred to as “Initialm@. At the end of the Initial Term, the Master
Agreement may, upon the written agreement of IT8 &aller, be renewed for an additional
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term, the length of which will be agreed upon byg tharties. Seller will notify ITS sixty (60)
days in advance prior to the expiration of thei&hiterm or any renewal term and ITS shall have
thirty (30) days in which to notify Seller of itatention to either renew or cancel this Master
Agreement.

ARTICLE 2 DEFINITIONS

The following terms as used herein shall have dflewing meanings:

2.1 “Purchase Order” means the document pursuant to which, among athiegs,
Purchaser orders the Products from Seller.

2.2 “Purchaser” means, in each instance, the governmental agedcygational institution
or other governing authority of the state of Misgipi who procures security related Products
from Seller pursuant to this Master Agreement, arw shall be bound by the terms and
conditions of this Master Agreement.

2.3 “Seller” means INSERT VENDOR NAME and its successors anijas.

ARTICLE 3 MODIFICATION OR RENEGOTIATION

This Master Agreement may be modified only by wntgreement signed by the parties hereto,
and any attempt at oral modification shall be vaid of no effect. The parties agree to
renegotiate the Master Agreement in the event federal and/or state revisions of any
applicable laws or regulations make changes inMlasister Agreement necessary.

ARTICLE 4 INCLUDED PARTIES AND PRICING

Seller will accept orders from and furnish the Ridd under this Master Agreement to
Purchasers in line with ITS policies and proceduagprices not to exceed those prices specified
in the published Express Products List (“EPL”). the end of the Initial Term of this Master
Agreement, ITS and Seller may mutually agree intimgi to modify, amend or replace the
pricing specified in the published EPL.

ARTICLE 5 ORDERS
5.1 The State does not guarantee that it will purctzasecertain amount under this Master
Agreement.

5.2  When a Purchaser decides to procure any Produmts &eller, the Purchaser, after
following applicable state procurement rules angulations, may issue a Purchase Order to
Seller. The Purchase Order shall reference thigdvidgreement and shall set forth the Products
to be procured; the prices for same; any warraetjod; the specific details of the transaction,
the Purchaser’'s designated contact, and any additierms and conditions that apply to the
specific Purchase Order as agreed to in writingthy parties. Any additional terms and
conditions contained in any Purchase Order shallyapolely to the Products being procured
therein. All Purchase Orders shall be governedaby, incorporate by reference, the terms and
conditions of this Master Agreement. Excluding éettricing and/or discounts which may be
specified in a Purchase Order, in the event ofrdlicb between the other terms and conditions in
a Purchase Order and this Master Agreement, thestend conditions of this Master Agreement
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shall prevail. The parties agree that the Purchaser the right to adjust the quantities of
purchases based upon the availability of fundingsodetermined necessary by the Purchaser.

5.3  Seller guarantees pricing for the Initial Term bfst Master Agreement. In the event
Seller announces or implements a national priceedse for the Products bid during that time,
Seller agrees to extend the new, lower pricinguPRaser.

ARTICLE 6 METHOD AND TIME OF PAYMENT

6.1 Once the Products have been accepted by Purchageescribed in Article 7 herein or
there has been lack of notice to the contraryegshhall submit an invoice for the cost and shall
certify that the billing is true and correct. Sers will be invoiced as they are rendered. Seller
shall submit invoices and supporting documentaélactronically to Purchaser during the term
of this Master Agreement using the processes aocepures identified by the State. Purchaser
agrees to pay Seller in accordance with Missisdgopion “Timely Payments for Purchases by
Public Bodies”, Sections 31-7-301, et seq. of tAé2LMississippi Code Annotated, as amended,
which generally provides for payment of undispua@dounts by the Purchaser within forty-five
(45) days of receipt of the invoice. All paymentsgl be in United States currency. Seller
understands and agrees that Purchaser is exemptthieo payment of taxes. Payments by state
agencies using the Statewide Automated Accountipgte® (“SAAS”) shall be made and
remittance information provided electronically asedted by the State. These payments by
SAAS agencies shall be deposited into the bankuatcof the Seller's choice. No payment,
including final payment, shall be construed as ptange of defective Products or incomplete
work, and the Seller shall remain responsible &tuld for full performance in strict compliance
with the contract documents specified in the athedrein titled “Entire Agreement”.

6.2 If payment of undisputed amounts is not made tteSwithin forty-five (45) days of
Purchaser’s receipt of the invoice, Purchaser $®llable to Seller for interest at a rate of one
and one-half percent (1 %2%) per month (or sucletesde as may be the maximum permissible
rate under the law) on the unpaid balance fromettgration of such forty-five (45) day period
until such time as payment is made. This provision late payments shall apply only to
undisputed amounts for which payment has been an¢tb

6.3  Acceptance by Seller of the last payment from Rloechaser under a Purchase Order
shall operate as a release of all claims for paynagainst the State by Seller and any
subcontractors or other persons supplying labonaterials used in the performance of any work
under a Purchase Order.

ARTICLE 7 DELIVERY, RISK OF LOSS, INSTALLATION, AND ACCEPTANCE
7.1  Seller shall deliver the Products to the locaspecified by Purchaser and pursuant to the
delivery schedule mutually agreed to by the parties

7.2  Seller shall assume and shall bear the entireofidbss and damage to the Products from
any cause whatsoever while in transit and atraks throughout its possession thereof.

7.3 If installation by Seller is required, Seller dhabmplete installation of the Products
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pursuant to the requirements of the Purchaser baséuk guidelines specified in RFP No. 3612.
Seller acknowledges that installation shall be agdshed with minimal interruption of
Purchaser’s normal day to day operations.

7.4  If installation by Seller is required, Seller dha¢ responsible for installing all Products
and materials in accordance with all state, fedemdlindustry standards for such items.

7.5 If installation by Seller is required, Seller dhatovide Purchaser with an installation
schedule identifying the date, time and locatiothini the scheduling deadlines agreed to by the
Seller and Purchaser. Seller warrants that altif®rts shall be properly delivered, installed and
integrated, if necessary, for acceptance testininvithe scheduling deadlines set forth by
Purchaser as the site is deemed ready for insteilat

7.6  Seller shall be responsible for replacing, restpror bringing to at least original
condition any damage to floors, ceilings, wallgnfture, grounds, pavements, sidewalks, and
the like caused by its personnel and operationsgltine installation, subject to final approval of
Purchaser. The repairs will be done only by teaani skilled in the various trades involved,
using materials and workmanship to match thoseebtiginal construction in type and quality.

7.7 Unless a different acceptance period is agreedh upp the Purchaser and Seller,

Purchaser shall accept or reject the Products ¢edvby Seller after a ten (10) working day

testing period utilizing testing criteria developley Purchaser. During the acceptance period,
Purchaser shall have the opportunity to evaluaté tast the Products to confirm that they

perform without any defects and perform pursuantht® specifications set forth in RFP No.

3612. Purchaser shall notify Seller in writingitsfacceptance of the Products.

7.8 In the event the Product fails to perform as stateArticle 7.7 herein, Purchaser shall
notify Seller. Unless a different period of timeaigreed upon by the Seller and Purchaser, Seller
shall, within four (4) working days, correct thefelds identified by Purchaser or replace the
defective Product. If Seller is unable to corrdot defects or replace the defective Product,
Purchaser reserves the right to return the PraduSeller at the Seller's expense; to cancel the
Purchase Order, and to cancel this Master Agreeasett itself only.

7.9  Upon receipt of a corrected or replaced Produatchser shall have another acceptance
period as set forth in Article 7.7 herein, in whiohreevaluate/retest such Product.

7.10 |If, after Seller has tendered to Purchaser Selé&t&smpt to correct the Product, Purchaser
again determines the Product to have a defect,hBsec may take such actions as it deems
appropriate, including either (i) notifying Sellgrat it has elected to keep the Product despite
such defects; (ii) returning the Product to SeHled providing Seller with an opportunity to
deliver a substitute Product acceptable to Purchasthin the time period specified by
Purchaser, or (iii) returning the Product to SefleSeller’'s expense and canceling the Purchase
Order. If the Purchaser returns the Product putsteanlause (iii) herein, Purchaser may also
pursue any remedy available to it in law or in &gui
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ARTICLE 8 WARRANTIES

8.1  Seller represents and warrants that the Produotdded by Seller to Purchaser shall
meet or exceed the minimum specifications set fortRFP No. 3612 and Seller's Proposal in
response thereto.

8.2  Seller represents and warrants that it has the tagsell the Products provided under this
Master Agreement.

8.3  Seller represents and warrants that Purchaser atalire good and clear title to the
hardware Products purchased hereunder, free aadaflall liens and encumbrances.

8.4  Seller represents and warrants that each Proeligeced shall be delivered new and not
as a “used, substituted, rebuilt, refurbished mrstalled” Product.

8.5  Seller represents and warrants that it has andobihin and pass through to Purchaser
any and all warranties obtained or available fromrhanufacturer/licensor of the Product.

8.6 Unless a longer warranty period is specifiechim Purchase Order, Seller represents and
warrants that all hardware Products provided punist@ this Master Agreement shall be free
from defects in material, manufacture, design anckmanship for a period of one (1) year after
acceptance. Seller’s obligation pursuant to thisravdy shall include, but is not limited to, the
repair or replacement of the hardware Producth@ré¢doing of the faulty installation, at no cost
to Purchaser. In the event Seller can not repaireptace the hardware Product during the
warranty period within ten (10) working days afteceipt of notice of the defect, Seller shall
refund the purchase price of the hardware Prodandtrafund any fees paid for services that
directly relate to the defective hardware Prodant Purchaser shall have the right to terminate
the Purchase Order and this Master Agreement ifemoin part, solely as between those two
entities. Purchaser’s rights hereunder are in mafdio any other rights Purchaser may have.

8.7  Unless a longer warranty period is specified @ Burchase Order, Seller represents and
warrants that all software Products provided pursia this Master Agreement shall be free
from material defects and provide Purchaser cormflatctionality as stated in RFP No. 3612
and Seller's Proposal in response thereto for @ogensf ninety (90) days after acceptance.
Seller’s obligations pursuant to this warranty shadlude, but are not limited to, the repair df al
defects or the replacement of the software Produtiie expense of Seller. In the event Seller is
unable to repair or replace the software Produthtiwiten (10) working days after receipt of
notice of the defect, Purchaser shall be entitbed full refund of the fees paid and shall have the
right to terminate the Purchase Order and this &a&greement in whole or in part, solely as
between those two entities. Purchaser’s rights umeter are in addition to any other rights
Purchaser may have.

8.8  Seller represents and warrants that all work heteushall be performed by competent
personnel and shall be of professional quality =best with generally accepted industry
standards for the performance of such services sradl comply in all respects with the
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requirements of this Master Agreement. For any dive# this warranty, the Seller shall, for a

period of ninety (90) days from performance of fegvices, perform the services again, at no
cost to Purchaser, or if Seller is unable to penfahe services as warranted, Seller shall
reimburse Purchaser the fees paid to Seller foutisatisfactory services.

8.9  Seller represents and warrants that there issabting code or lockup program or device
embedded in the software provided to PurchaselerSatther agrees that it will not, under any
circumstances including enforcement of a valid @wttright, (a) install or trigger a lockup
program or device, or (b) take any step which wanlény manner interfere with Purchaser’s
use of the software and/or which would restrictdhaser from accessing its data files or in any
way interfere with the transaction of Purchasetsibess. For any breach of this warranty, Seller
at its expense shall, within five (5) working dagfier receipt of notification of the breach,
deliver Products to Purchaser that are free of digdbling code, lockup program or device.

8.10 Seller represents and warrants that the softwasedelivered to Purchaser, does not
contain a computer virus. For any breach of thisrardy, Seller at its expense shall, within five
(5) working days after receipt of notification dietbreach, deliver Products to Purchaser that are
free of any virus, and shall be responsible foanmepg, at Seller's expense, any and all damage
done by the virus to Purchaser’s site.

8.11 Seller represents and warrants that it will engtgecompliance with the Mississippi
Employment Protection Act, Section 71-11-1, et sefj.the Mississippi Code Annotated
(Supp2008), and will register and participate i@ $tatus verification system for all newly hired
employees. The term “employee” as used herein ma&aynperson that is hired to perform work
within the State of Mississippi. As used hereirtatigs verification system” means the lllegal
Immigration Reform and Immigration Responsibilitgtfof 1996 that is operated by the United
States Department of Homeland Security, also knagrthe E-Verify Program, or any other
successor electronic verification system replacihg E-Verify Program. Seller agrees to
maintain records of such compliance and, upon qofethe State, to provide a copy of each
such verification to the State. Seller further ess@nts and warrants that any person assigned to
perform services hereunder meets the employmegibdily requirements of all immigration
laws of the State of Mississippi. Seller understarmhd agrees that any breach of these
warranties may subject Seller to the following: {@mination of the Purchase Order and this
Master Agreement and ineligibility for any statepublic contract in Mississippi for up to three
(3) years, with notice of such cancellation/terrima being made public, or (b) the loss of any
license, permit, certification or other documerdirged to Seller by an agency, department or
governmental entity for the right to do businesMississippi for up to one (1) year, or (c) both.
In the event of such termination/cancellation, &elould also be liable for any additional costs
incurred by the State due to contract cancellatioioss of license or permit.

8.12 Seller represents and warrants that no officiamployee of Purchaser or of ITS, and no
other public official of the State of Mississippha exercises any functions or responsibilities in
the review or approval of the undertaking or camgyiout of the project shall, prior to the

completion of said project, voluntarily acquire apgrsonal interest, direct or indirect, in the
Purchase Order.
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8.13 The Seller represents and warrants that no electagpointed officer or other employee
of the State of Mississippi, nor any member of etedate to Congress has or shall benefit
financially or materially from this Master AgreemienNo individual employed by the State of
Mississippi shall be admitted to any share or pathe Master Agreement or to any benefit that
may arise therefrom. The State of Mississippi nigywritten notice to the Seller, terminate the
right of the Seller to proceed under this Mastere®gnent if it is found, after notice and hearing
by the ITS Executive Director or his/her designbat gratuities in the form of entertainment,
gifts, jobs, or otherwise were offered or giventhg Seller to any officer or employee of the
State of Mississippi with a view toward securingstMaster Agreement or securing favorable
treatment with respect to the award, or amendingnaking of any determinations with respect
to the performing of such contract, provided theg éxistence of the facts upon which the ITS
Executive Director makes such findings shall besgue and may be reviewed in any competent
court. In the event this Master Agreement is teatad under this article, the State of Mississippi
shall be entitled to pursue the same remedies sighi@ Seller as it would pursue in the event of
a breach of contract by the Seller, including puaitlamages, in addition to any other damages
to which it may be entitled at law or in equity.

8.14 Seller represents and warrants that neither théuets, replacement parts, their elements
nor the use thereof violates or infringes on angycight, patent, trademark, servicemark, trade
secret or other proprietary right of any persoermtity. Purchaser shall notify Seller promptly of
any infringement claim of which it has knowledgedahall cooperate with Seller in the defense
of such claim, all at Seller’'s expense. Sellertsabwn expense, shall defend or settle any and all
infringement actions filed against Seller or Pusdravhich involve the Products provided under
this Master Agreement and shall pay all settlemeagsvell as all costs, attorney fees, damages
and judgment finally awarded against Purchasethdf continued use of the Products for the
purpose intended is threatened to be enjoined oenjsined by any court of competent
jurisdiction, Seller shall, at its expense: (a3tfiprocure for Purchaser the right to continuegisin
the Products, or upon failing to procure such rigi) replace or modify the Product or
components thereof with non-infringing Products #&o becomes non-infringing while
maintaining substantially similar functionality, apon failing to secure either such right, (c)
refund to Purchaser the hardware purchase pricgoftware license fees previously paid by
Purchaser for the Products Purchaser may no lamggr Said refund shall be paid within ten
(10) working days of notice to Purchaser to discor# said use.

ARTICLE 9 TITLE TO EQUIPMENT
Title to the hardware Products provided under Master Agreement shall pass to Purchaser
upon its acceptance of the hardware Product.

ARTICLE 10 SOFTWARE

10.1 Seller shall furnish the software to Purchasereasia@th in Purchase Orders and shall
acquire the right to license the software to PuwehaFor purposes of this Article, the term
“Purchaser” means the governmental agency, edueatiostitution or other governing authority
within the State of Mississippi submitting the Fhase Order, its employees and any third party
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consultants or outsourcers engaged by Purchasemat® a need to know, and who shall be
bound by the terms and conditions of this licers® Master Agreement.

10.2 Seller accepts sole responsibility for (a) PurchHasgystem configuration, design and
requirements; (b) the selection of the softwaradhieve Purchaser’s intended results; (c) the
results obtained from the software, and (d) modifans, changes or alterations to the software
provided by Seller.

10.3 Seller understands and agrees that Purchaser Isiad: (a) a non-exclusive, non-
transferableenterprise-wide unlimited and perpetual licensdg@s specified as a term license
in the Purchase Order) for the software providecyant a Purchase Order; (b) the right to use
and customize the software products and the reldtedimentation for Purchaser’s business
operations and in accordance with the terms andlitons of this Master Agreement; (c)
unlimited use by licensed users of the softwarelpets acquired for Purchaser’s operations; (d)
use of such software products with a backup platfeystem should it be deemed necessary by
Purchaser; (e) the right to copy such softwareskfiekeeping, backup and disaster recovery
purposes; (f) the right to combine the softwaréwither programs and modules, and the right to
create interfaces to other programs, and (g) thétrio reproduce any and all physical
documentation supplied under the terms of this Bta&greement.

10.4 Purchaser agrees that except as noted hereirl| itoviotherwise copy, translate, modify,
adapt, decompile, disassemble or reverse engimgeofathe software without the prior written
consent of Seller. All title and proprietary rightghether tangible or intangible, including but
not limited to, copyright, trademark and trade sedghts, in and to the software are retained by
the Seller or the third party software manufact@®mpplicable. Purchaser agrees to reproduce
and include the copyright, trademark and other petgry rights notices on any copies made of
the software and documentation.

ARTICLE 11 EMPLOYMENT STATUS

11.1 Seller shall, during the entire term of this Mastgreement, be construed to be an
independent contractor. Nothing in this Master Agnent is intended to nor shall it be construed
to create an employer-employee relationship, pestig, agency, or joint venture relationship.

11.2 Seller represents that it has, or will securengéded, at its own expense, applicable
personnel who shall be qualified to perform theumexgl duties identified in a Purchase Order.
Such personnel shall not be deemed in any way thirer indirectly, expressly or by
implication, to be employees of Purchaser. Selatlpay when due, all salaries and wages of
its employees and it accepts exclusive resportsilidr the payment of federal income tax, state
income tax, social security, unemployment compeémsand any other withholdings that may
be required. Neither Seller nor employees of Seller entitled to state retirement or leave
benefits.

11.3 Any person assigned by Seller to perform the ses/hereunder shall be the employee of
Seller, who shall have the sole right to hire aisglthrge its employee. Purchaser may, however,
direct Seller to replace any of its employees periiog services under this Master Agreement.
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ARTICLE 12 BEHAVIOR OF EMPLOYEES/SUBCONTRACTORS

Seller will be responsible for the behavior of itdl employees and subcontractors while on the
premises of any Purchaser location. Any Seller egg®# or subcontractor acting in a manner
determined by the administration of that locatioé detrimental, abusive or offensive to any of
Purchaser’s staff and/or student body, will be ddkeleave the premises and may be suspended
from further work on the premises. All Seller emydes and subcontractors who will be working
at such locations shall be covered by Seller's cetmnsive general liability insurance policy.

ARTICLE 13 AUTHORITY, ASSIGNMENT AND SUBCONTRACTS

13.1 In matters of proposals, negotiations, contraatd, r@solution of issues and/or disputes,
the parties agree that Seller represents all attons third parties, and/or subcontractors Seller
has assembled for any given Purchaser projectPlinehaser is required to negotiate only with
Seller, as Seller's commitments are binding on paiposed contractors, third parties, and
subcontractors.

13.2 Seller may not assign or otherwise transfer theliise Order or this Master Agreement
or its obligations hereunder without the prior vent consent of ITS and Purchaser, which
consent shall not be unreasonably withheld. Angnagted assignment or transfer of its
obligations without such consent shall be null aoil. The Purchase Order and this Master
Agreement shall be binding upon the parties’ respesuccessors and assigns.

13.3 Seller must obtain the written approval of Purendsefore subcontracting any portion of
the Purchase Order and this Master Agreement. N @pproval by Purchaser of any
subcontract shall be deemed in any way to provatettie incurrence of any obligation of
Purchaser in addition to the total fixed price agrepon in the Purchase Order. All subcontracts
shall incorporate the terms of the applicable PaselOrder and this Master Agreement and shall
be subject to the terms and conditions of samet@mahy conditions of approval that Purchaser
may deem necessary.

13.4 Seller represents and warrants that any subcéragreement Seller enters into shall
contain a provision advising the subcontractor thatsubcontractor shall have no lien and no
legal right to assert control over any funds heydiliee Purchaser, and that the subcontractor
acknowledges that no privity of contract existaAmsn the Purchaser and the subcontractor and
that Seller is solely liable for any and all payitsewhich may be due to the subcontractor
pursuant to its subcontract agreement with Seflelier shall indemnify and hold harmless the
State from and against any and all claims, demdratslities, suits, actions, damages, losses,
costs and expenses of every kind and nature whetsaeising as a result of Seller’s failure to
pay any and all amounts due by Seller to any submttor, materialman, laborer or the like.

13.5 All subcontractors shall be bound by any negotratarbitration, appeal, adjudication or
settlement of any dispute between Seller and theh@ser, where such dispute affects the
subcontract.

ARTICLE 14 AVAILABILITY OF FUNDS
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It is expressly understood and agreed that thegatidin of Purchaser to proceed under this
Master Agreement and the Purchase Order is condtiepon the appropriation of funds by the
Mississippi State Legislature and the receipt afestind/or federal funds for the performances
required under this Master Agreement. It is unadedtthat Purchaser will not issue a Purchase
Order unless the Purchaser has committed fundingsdich Purchase Order. If the funds
anticipated for the fulfillment of this Master Agmaent and the Purchase Order are, at any time,
not forthcoming, or are insufficient, either thréughe failure of the federal government to
provide funds or of the State of Mississippi to mympiate funds, or if there is a discontinuance or
material alteration of the program under which ®&indere available to Purchaser for the
payments or performance due under this Master Ageeg Purchaser shall have the right to
immediately terminate the Purchase Order and thast®& Agreement as to itself only, without
damage, penalty, cost or expense to Purchaseryokiad whatsoever. The effective date of
termination shall be as specified in the noticéeomination. Purchaser shall have the sole right
to determine whether funds are available for thgnpmts or performances due under the
Purchase Order and this Master Agreement. In teatesf termination due to unavailability of
funds, Seller shall be paid for services rendergdSkller in connection with this Master
Agreement and accepted by Purchaser prior to tteeadaeceipt of notification of termination.

ARTICLE 15 TERMINATION
15.1 _Termination Upon Mutual Agreement A Purchase Order may be terminated in
whole or in part upon the mutual written agreenwdrgeller and the Purchaser.

15.2 Termination Due To Bankruptcy Should Seller become the subject of bankruptcy or
receivership proceedings, whether voluntary or lmntary, or execute an assignment for the
benefit of its creditors, the Purchaser may, uguan giving of thirty (30) days prior written
notice, terminate a Purchase Order and this Ma&tgeement without the assessment of
penalties, solely as between those two parties.

15.3 _Termination Other Than For Cause A Purchaser may terminate a Purchase
Order and this Master Agreement as to itself aimlyyhole or in part and without the assessment
of penalties, for any reason by giving thirty (3f3lendar days written notice specifying the
effective date thereof to Seller.

15.4 Termination For Cause  If Purchaser or Seller fail to comply with the nexr and
conditions of the Purchase Order or this Masteredgrent, either Purchaser or Seller may
terminate the Purchase Order and this Master Ageaesolely as between those two entities
and without the assessment of any penalties, updy {30) calendar days prior written notice
unless the defaulting party cures such breach nvgghch thirty (30) calendar day period, or such
other cure period as may be mutually agreed upo8dier and Purchaser. Provided that, if the
Purchaser terminates a Purchase Order and thisMagteement solely as between those two
entities because of Seller’s inability to cure matedefects after notice and opportunity to cure,
the Purchaser may terminate the Purchase Ordethamilaster Agreement solely as between
those two entities without also providing the netiand opportunity to cure required in this
Article. The non-defaulting party may also pursimg remedy available to it in law or in equity.
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15.5 _Termination of Master Agreement ITS may terminate this Master Agreement
without the assessment of penalties for any rea#en giving thirty (30) calendar days written
notice specifying the effective date thereof tde&dbut any Purchase Order entered into prior to
the termination date of this Master Agreement skallvive the termination of the Master
Agreement. The terms of this Master Agreement shiatvive its termination/expiration with
respect to any un-expired Purchase Orders.

15.6 Upon termination of a Purchase Order, Seller shailind any and all applicable
unexpended pro-rated maintenance/service feesgudyipaid by the Purchaser. Further, in the
event a Purchase Order is terminated, Seller &ealpaid for work completed by Seller and
accepted by Purchaser prior to the terminationh®ampensation shall be based upon and shall
not exceed the amounts set forth in the partidelachase Order.

ARTICLE 16 GOVERNING LAW

This Master Agreement and each Purchase Orderlshalbnstrued and governed in accordance
with the laws of the State of Mississippi and veroiethe resolution of any dispute shall be
Jackson, Hinds County, Mississippbeller expressly agrees that under no circumssasiall
Purchaser or ITS be obligated to pay an attornegs grejudgment interest or the cost of legal
action to Seller. Further, nothing in this Mastggrdement shall affect any statutory rights Seller
and Purchaser may have that cannot be waived gedlrby contract.

ARTICLE 17 WAIVER

Failure of either party hereto to insist upon stdompliance with any of the terms, covenants
and conditions hereof shall not be deemed a waiveelinquishment of any similar right or
power hereunder at any subsequent time or of ahgragprovision hereof, nor shall it be
construed to be a modification of the terms of Mster Agreement. A waiver by the State to
be effective, must be in writing, must set out $pecifics of what is being waived, and must be
signed by an authorized representative of the State

ARTICLE 18 SEVERABILITY

If any term or provision of a Purchase Order os tiaster Agreement is prohibited by the laws
of the State of Mississippi or declared invalidvoid by a court of competent jurisdiction, the

remainder of the Purchase Order or this Master é&mgent shall be valid and enforceable to the
fullest extent permitted by law provided that therdhaser's purpose for entering into the
Purchase Order can be fully achieved by the remgiportions of the Purchase Order that have
not been severed.

ARTICLE 19 CAPTIONS
The captions or headings in this Master Agreemeatfar convenience only, and in no way
define, limit or describe the scope or intent of arovision or section of this Master Agreement.

ARTICLE 20 HOLD HARMLESS
To the fullest extent allowed by law, Seller shatlemnify, defend, save and hold harmless,
protect and exonerate Purchaser, ITS and the StatBoard Members, officers, employees,
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agents and representatives from and against anyatinclaims, demands, liabilities, suits,
actions, damages, losses, costs and expenses rgf lend and nature whatsoever, including
without limitation, court costs, investigative feaad expenses, attorney fees and claims for
damages arising out of or caused by Seller antdquartners, principals, agents, employees or
subcontractors in the performance of or failurgoéoform the Purchase Order and this Master
Agreement.

ARTICLE 21 THIRD PARTY ACTION NOTIFICATION

Seller shall notify ITS and Purchaser in writingthim five (5) business days of Seller filing
bankruptcy, reorganization, liquidation or receslep proceedings or within five (5) business
days of its receipt of notification of any action suit being filed or any claim being made
against Seller or Purchaser by any entity that megylt in litigation related in any way to the
Purchase Order or this Master Agreement and/or lwheay affect the Seller's performance
under the Purchase Order or this Master Agreerkaiiltire of the Seller to provide such written
notice to ITS and Purchaser shall be consideredtarral breach of the Purchase Order and this
Master Agreement and the Purchaser may, at itsdisbeetion, pursue its rights as set forth in
the Termination Article herein and any other riglutsl remedies it may have at law or in equity.

ARTICLE 22 AUTHORITY TO CONTRACT

Seller warrants that it is a validly organized Ipesis with valid authority to enter into this Master
Agreement; that entry into and performance undex Khaster Agreement is not restricted or
prohibited by any loan, security, financing, cootteal or other agreement of any kind, and
notwithstanding any other provision of this Mastgreement to the contrary, that there are no
existing legal proceedings, or prospective legatpedings, either voluntary or otherwise, which
may adversely affect its ability to perform its ighitions under a Purchase Order and this Master
Agreement.

ARTICLE 23 NOTICE

Any notice required or permitted to be given unithés Master Agreement shall be in writing and
personally delivered or sent by electronic meansided that the original of such notice is sent
by certified United States mail, postage prepagtiym receipt requested, or overnight courier
with signed receipt, to the party to whom the rotghould be given at their usual business
address. ITS’ address for notice is: Mr. David litchliter, Executive Director, Mississippi
Department of Information Technology Services, 30drth Lamar Street, Suite 508, Jackson,
Mississippi 39201. Seller’s address for noticel8SERT NAME, TITLE, & ADDRESS OF
VENDOR PERSON FOR NOTICE. Purchaser's address fiica will be set forth in the
applicable Purchase Order. Notice shall be deemeehgwvhen actually received or when
refused. The parties agree to promptly notify eattter in writing of any change of address or
points of contact.

ARTICLE 24 RECORD RETENTION AND ACCESS TO RECORDS

Seller shall establish and maintain financial rdsprsupporting documents, statistical records
and such other records as may be necessary tatregfigperformance of the provisions of this
Master Agreement and the Purchase Order. The RechH'S, any state or federal agency
authorized to audit Purchaser, and/or any of tthelly authorized representatives, accountants or
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attorneys, shall have unimpeded, prompt accedset@trchase Order, this Master Agreement,
and to any of Seller’s proposals, books, documeuatgers and/or records that are pertinent to the
Purchase Order and this Master Agreement to ma#tigsagopies, examinations, excerpts and
transcriptions at the State’s or Seller’s officeagplicable where such records are kept during
normal business hours. All records relating to tizster Agreement and the Purchase Order
shall be retained by Seller for three (3) yearmftbe date of receipt of final payment under this
Master Agreement and the Purchase Order. Howevanmyilitigation or other legal action, by or
for the state or federal government has begunishabt completed at the end of the three (3)
year period, or if an audit finding, litigation other legal action has not been resolved at the end
of the three (3) year period, the records shatiet@ined until resolution.

ARTICLE 25 INSURANCE

Seller represents that it will maintain workers’nggensation insurance as prescribed by law
which shall inure to the benefit of Seller's penseh as well as comprehensive general liability
and employee fidelity bond insurance. Seller wilpon request, furnish Purchaser with a
certificate of conformity providing the aforesaiolverage.

ARTICLE 26 DISPUTES

26.1 Should disputes arise with respect to a Purchader®@r this Master Agreement, Seller
and Purchaser agree to act immediately to resaleb disputes. Time is of the essence in the
resolution of disputes. Seller agrees that, thestemce of a dispute notwithstanding, it will
continue without delay to carry out all of its resgibilities under the Purchase Order and/or this
Master Agreement. Should Seller fail to continu¢hauit delay to perform its responsibilities
under the Purchase Order and/or this Master Agreemehe accomplishment of all work, any
additional costs incurred by Seller or Purchasea assult of such failure to proceed shall be
borne by Seller and Seller shall make no claimregd?urchaser for such costs.

26.2 If Seller and Purchaser cannot resolve a disputieinvien (10) calendar days following
written notification by either party of the existenof said dispute, then the following procedure
shall apply:

A. The parties agree to resolve such matters througmission of their dispute to the
Executive Director of ITS, who shall reduce his/decision to writing and mail or otherwise
furnish a copy thereof to the parties within te®)(talendar days after presentation of such
dispute for his/her decision.

B. Purchaser may withhold payments on disputed iteemglipg resolution of the dispute.
The withholding of such disputed payments shall pohstitute cause for termination or
suspension of the Purchase Order and/or this MAgterement by Seller.

C. The Executive Director’s decision shall not berafidetermination of the parties’ rights
and obligations under the terms of this Master Agrent. Such disagreeing party shall be
entitled to seek such other rights and remediesgad@ it may have at law or in equity.

ARTICLE 27 COMPLIANCE WITH LAWS
Seller shall comply with, and all activities undeiPurchase Order and this Master Agreement
shall be subject to all Purchaser policies and gutares of which Seller has knowledge, and all

70



RFP No.: 3612

Exhibit A: Standard Contract — Non-ARRA
Project No.: 38243
Revised: 6/15/2010

applicable federal, state and local laws and edguris as now existing and as may be amended
or modified. Specifically, but not limited to, Sallshall not discriminate against any employee
nor shall any party be subject to discriminatiomha performance of the Purchase Order and this
Master Agreement because of race, creed, coloragex national origin or disability.

ARTICLE 28 CONFLICT OF INTEREST

Seller shall notify Purchaser of any potential dohbdf interest resulting from the representation
of or service to other clients. If such conflictnoat be resolved to Purchaser’'s satisfaction,
Purchaser reserves the right to terminate the Beeclorder and this Master Agreement as to
itself only.

ARTICLE 29 SOVEREIGN IMMUNITY
By entering into this Master Agreement with Selldre State of Mississippi does in no way
waive its sovereign immunities or defenses as pexvby law.

ARTICLE 30 CONFIDENTIAL INFORMATION

30.1 Seller shall treat all Purchaser data and informmatio which it has access by its
performance under the Purchase Order and this MAgteement as confidential and shall not
disclose such data or information to a third pavithout specific written consent of Purchaser.
In the event that Seller receives notice that edtparty requests divulgence of confidential or
otherwise protected information and/or has serveohut a subpoena or other validly issued
administrative or judicial process ordering divuige of such information, Seller shall promptly
inform Purchaser and thereafter respond in contgrmiith such subpoena to the extent
mandated by state and/or federal laws, rules agdlatons. This Article shall survive the
termination or completion of the Purchase Ordethte Master Agreement and shall continue in
full force and effect and shall be binding upon 8wdler and its agents, employees, successors,
assigns, subcontractors or any party or entitynglag an interest in the purchase order or this
Master Agreement on behalf of, or under the rigiitshe Seller following any termination or
completion of the Purchase Order or this Mastere&grent.

30.2 Purchaser shall treat all documents it receivesnfrthe Seller that are marked

“Confidential” by the Seller as confidential andoprietary and shall not disclose such

documents to a third party without Seller's speciritten consent. In the event that the
Purchaser receives notice that a third party requiigulgence of such confidential information

and/or has served upon it a subpoena or otherlyafisued administrative or judicial process

ordering divulgence of such information, the Pusgrashall promptly inform the Seller and

thereafter respond in conformity with such subpoenthe extent mandated by state or federal
law.

30.3 With the exception of any attached exhibits whick &beled as “confidential”, the
parties understand and agree that the Purchaser @rak this Master Agreement do not
constitute confidential information, and may berogfuced and distributed by the State without
notification to Seller. ITS will provide third parinotice to Seller of any requests received by
ITS for any such confidential exhibits so as toowllSeller the opportunity to protect the
information by court order as outlined in ITS Pualfiecords Procedures.
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30.4 Seller understands and agrees that due to thenatuye of the services to be performed
on Purchaser’s systems, any and all proposalsrteegand documents created during any project
resulting from RFP No. 3612 shall be classifiedcasfidential and shall not be available for

public disclosure.

ARTICLE 31 EFFECT OF SIGNATURE

Each person signing a Purchase Order or this Ma@ggeement represents that he or she has
read the Purchase Order and this Master Agreemat# entirety, understands its terms, is duly

authorized to execute the Purchase Order or thstévid\greement on behalf of the parties and

agrees to be bound by the terms contained heraioordingly, the Purchase Order and this

Master Agreement shall not be construed or intéeprén favor of or against the State or the

Seller on the basis of draftsmanship or prepardtereof.

ARTICLE 32 STATE PROPERTY

Seller shall be responsible for the proper custfogny Purchaser-owned property furnished for
Seller’'s use in connection with work performed parst to any Purchase Order. Seller shall
reimburse the Purchaser for any loss or damageaiavear and tear excepted.

ARTICLE 33 NEWS RELEASES

News releases pertaining to a Purchase Order ®Mhbster Agreement or the products, study,
data, or project to which it relates will not bedeawithout Purchaser’s prior written approval,
and then only in accordance with the explicit veritinstructions from Purchaser.

ARTICLE 34 SURVIVAL

Articles 8, 16, 20, 24, 29, 30, 35, and all othrtickes which, by their express terms so survive or
which should so reasonably survive, shall surving trmination or expiration of the Purchase
Order or this Master Agreement.

ARTICLE 35 OWNERSHIP OF DOCUMENTS AND WORK PRODUCTS

The Purchaser shall own all files, work papers,udoentation, and/or other material, electronic
or otherwise, collected and created in connectigh work performed under a Purchase Order,
whether completed or in progress, except for: @JeBs internal administrative and quality
assurance files and internal project correspondgbdelocuments, objects or things owned by
Seller and pre-existing the work performed underRirchase Order, and (c) documents, objects
or things in which Seller has no right to transf@amership. As to such documents, objects and
things, Seller shall convey such right or intetesthe extent allowed by law. Seller shall deliver
such documents and work papers to Purchaser upminggion or completion of the Purchase
Order.

ARTICLE 36 ENTIRE AGREEMENT

36.1 This Master Agreement constitutes the entire ages of the parties with respect to the
subject matter contained herein and supersedesregldces any and all prior negotiations,
understandings and agreements, written or oralydmet the parties relating hereto, including all
terms of any unsigned or “shrink-wrap” license ua#d in any package, media or electronic
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version of Seller-furnished software, or any “clwkap” or “browse-wrap” license presented in
connection with a purchase via the internet. Thaipied EPL, the actual Purchase Order, RFP
No. 3612, and Seller’s Proposal submitted in respdhereto are hereby incorporated into and
made a part of this Master Agreement as far asitheidual Purchaser is concerned.

36.2 The Master Agreement made by and between theepanreto shall consist of, and
precedence is hereby established by the ordeedbtlowing:

The Exception Summary as agreed to by ITS andrSelle

This Master Agreement signed by Seller and ITS;

Any Exhibits attached to this Master Agreement;

The published Security Hardware & Software EPL;

RFP No. 3612 and all written clarifications/addand

Official written correspondence from ITS to Seller;

Official written correspondence from Seller to IW8en clarifying Seller’s proposal, and
Seller’'s Proposal, as accepted by ITS, in resptmBd#-P No. 3612, and

. The actual Purchase Order, or additional contexchs between Purchaser and Seller if
required.

IOTMUO®

36.3 The intent of the above listed documents is tdunhe all items necessary for the proper
execution and completion of the services by Sellee documents are complementary, and what
is required by one shall be binding as if requiogdill. A higher order document shall supersede
a lower order document to the extent necessargdolve any conflict or inconsistency arising
under the various provisions thereof; provided, &éeosv, that in the event an issue is addressed in
one of the above mentioned documents but is nateaddd in another of such documents, no
conflict or inconsistency shall be deemed to odureason thereof. The documents listed above
are shown in descending order of priority, thattie highest document begins with the first
listed document (“A. The Exception Summary”) and tbwest document is listed last (“I. The
actual Purchase Order”).

ARTICLE 37 DEBARMENT AND SUSPENSION CERTIFICATION

Seller certifies that neither it nor its principafa) are presently debarred, suspended, proposed
for debarment, declared ineligible or voluntarilyckided from covered transactions by any
federal department or agency; (b) have, within r@eh(3) year period preceding this Master
Agreement, been convicted of or had a civil judgthrendered against them for commission of
fraud or a criminal offense in connection with obiiag, attempting to obtain or performing a
public (federal, state or local) transaction ortcact under a public transaction; violation of
federal or state anti-trust statutes or commissddbrembezzlement, theft, forgery, bribery,
falsification or destruction of records, makingstalstatements or receiving stolen property; (c)
are presently indicted of or otherwise criminaltycovilly charged by a governmental entity with
the commission of fraud or a criminal offense im@ection with obtaining, attempting to obtain
or performing a public (federal, state or locafjnsaction or contract under a public transaction;
violation of federal or state anti-trust statutescommission of embezzlement, theft, forgery,
bribery, falsification or destruction of recordsakmg false statements or receiving stolen
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property, and (d) have, within a three (3) yeaiquepreceding this Master Agreement, had one
or more public transaction (federal, state or lptaiminated for cause or default.

ARTICLE 38 NETWORK SECURITY

Seller and Purchaser understand and agree thatéte of Mississippi’s Enterprise Security
Policy mandates that all remote access to anddon the State network must be accomplished
via a Virtual Private Network (VPN). If remote &ss is required at any time during the life of
this Master Agreement, Seller and Purchaser agregnplement/maintain a VPN for this
connectivity. This required VPN must be IPSec-tdp4ESP tunnel mode) and will terminate
on a Cisco VPN-capable device ( i.e. VPN conceotraPlX firewall, etc.) on the State’s
premises. Seller agrees that it must, at its esgemmplement/maintain a compatible
hardware/software solution to terminate the spegifPN on Seller's premises. The parties
further understand and agree that the State prosieadard and architecture are based on
industry-standard security protocols and manufactangaged at the time of contract execution.
The State reserves the right to introduce a newopob and architecture standard and require
Seller to comply with same, in the event the industtroduces a more secure, robust protocol to
replace IPSec/ESP and/or there is a change in anefacturer engaged.

ARTICLE 39 LIABILITY ISSUES

Unless jointly agreed otherwise in writing, Selfeliability for a specific project shall not exceed
twice the total amount paid by Purchaser to Selfeder the applicable Purchase Order. In no
event will Seller be liable to Purchaser for spkdmalirect, consequential or incidental damages
including lost profits, lost savings or lost reveswf any kind unless Seller was advised of the
possibility of such loss or damage or unless sos8 br damage could have been reasonably
foreseen. Excluded from this or any liability liedibn are claims related to fraud, bad faith,
infringement issues, bodily injury, death, phykit@amage to tangible personal property and real
property, and the intentional and willful miscondwr gross negligent acts of Seller. The
language contained herein tending to limit theiligbof the Seller will apply to Purchaser to the
extent it is permitted and not prohibited by thevdaor constitution of Mississippi. Further, the
parties understand and agree that the Seller ¢dyoled from relying on any contractual damages
limitation language within this article where thell8r acts fraudulently or in bad faith.
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For the faithful performance of the terms of thiadter Agreement, the parties have caused this
Master Agreement to be executed by their underdigepresentatives.

State of Mississippi, Department of INSERT VENDORNAME
Information Technology Services, on

behalf of the agencies and institutions

of the State of Mississippi

By: By:
Authorized Signature Authorizesignature
Printed Name: David L. Litchliter Printed Name:
Title: Executive Director Title:
Date: Date:
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EXHIBIT B
STANDARD CONTRACT
ARRA Version

A properly executed contract is a requirement of RFP. After an award has been made, it will
be necessary for the winning Vendor to executen&ract withITS.

Due to the need for uniformity among EPL Venddns, term of the Master Purchase Agreement
are non-negotiable.

MASTER PURCHASE AGREEMENT
BETWEEN
INSERT VENDOR NAME
AND
MISSISSIPPI DEPARTMENT OF INFORMATION TECHNOLOGY S ERVICES
AS CONTRACTING AGENT FOR THE
AGENCIES AND INSTITUTIONS OF THE STATE OF MISSISSI PPI

This Master Purchase Agreement (hereinafter refeoes “Master Agreement”) is entered into
by and between INSERT VENDOR NAME a INSERT STATE QGRCORPORATION
corporation having its principal offices at INSER'ENDOR STREET ADDRESS (hereinafter
referred to as “Seller”) and the Mississippi Depaamt of Information Technology Services,
having its principal place of business at 301 Ndadimar Street, Suite 508, Jackson, Mississippi
39201 (hereinafter referred to as “ITS”), as cortirg agent for the governmental agencies and
educational institutions of the State of Mississiffgereinafter referred to as “Purchaser”). ITS
and Purchaser are sometimes collectively refeodgbtein as “State.”

WHEREAS, ITS, pursuant to Request for Proposals (“RFP”) HanB3612 requested proposals
for the acquisition of a master contract containiing terms and conditions which will govern
any orders placed by Purchaser during the ternhiefMaster Agreement for security related
hardware and software (hereinafter referred tdPasducts”); and

WHEREAS, the Seller was one of the successful responderds iopen, fair and competitive
procurement process to provide the above mentiGeedces;

NOW THEREFORE, in consideration of the mutual understandingspses, consideration
and agreements set forth, the parties hereto agrémlows:

ARTICLE1 TERM OF AGREEMENT
Unless terminated as prescribed elsewhere heresmMaster Agreement will become effective
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on the date it is signed by all parties (the “Efifex Date”) and will continue in effect for one (1)
year thereafter, or until all warranties provided $eller to Purchaser have expired, whichever
occurs last (hereinafter referred to as “Initialrh®. At the end of the Initial Term, the Master
Agreement may, upon the written agreement of IT8 &aller, be renewed for an additional
term, the length of which will be agreed upon byg tharties. Seller will notify ITS sixty (60)
days in advance prior to the expiration of thei&hiterm or any renewal term and ITS shall have
thirty (30) days in which to notify Seller of itatention to either renew or cancel this Master
Agreement.

ARTICLE 2 DEFINITIONS

The following terms as used herein shall have dflewing meanings:

2.1 “Purchase Order” means the document pursuant to which, among athegs,
Purchaser orders the Products from Seller.

2.2 “Purchaser” means, in each instance, the governmental agedcygational institution
or other governing authority of the state of Misgipi who procures security related Products
from Seller pursuant to this Master Agreement, arw shall be bound by the terms and
conditions of this Master Agreement.

2.3 “Seller” means INSERT VENDOR NAME and its successors anijas.

ARTICLE 3 MODIFICATION OR RENEGOTIATION

This Master Agreement may be modified only by wntgreement signed by the parties hereto,
and any attempt at oral modification shall be vaid of no effect. The parties agree to
renegotiate the Master Agreement in the event tederal and/or state revisions of any
applicable laws or regulations make changes inMlasister Agreement necessary.

ARTICLE 4 INCLUDED PARTIES AND PRICING

Seller will accept orders from and furnish the Ridd under this Master Agreement to
Purchasers in line with ITS policies and proceduagprices not to exceed those prices specified
in the published Express Products List (“EPL”). the end of the Initial Term of this Master
Agreement, ITS and Seller may mutually agree intimgi to modify, amend or replace the
pricing specified in the published EPL.

ARTICLE 5 ORDERS
5.1 The State does not guarantee that it will purctzasecertain amount under this Master
Agreement.

5.2  When a Purchaser decides to procure any Produmts &eller, the Purchaser, after
following applicable state procurement rules angutations, may issue a Purchase Order to
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Seller. The Purchase Order shall reference thigdvidgyreement and shall set forth the Products
to be procured; the prices for same; any warraetyod; the specific details of the transaction,

the Purchaser’'s designated contact, and any additierms and conditions that apply to the
specific Purchase Order as agreed to in writingthy parties. Any additional terms and

conditions contained in any Purchase Order shallyapolely to the Products being procured

therein. All Purchase Orders shall be governedaby, incorporate by reference, the terms and
conditions of this Master Agreement. Excluding éettricing and/or discounts which may be

specified in a Purchase Order, in the event ofrdlico between the other terms and conditions in
a Purchase Order and this Master Agreement, thestend conditions of this Master Agreement
shall prevail. The parties agree that the Purchaser the right to adjust the quantities of

purchases based upon the availability of fundingsodetermined necessary by the Purchaser.

5.3  Seller guarantees pricing for the Initial Term bfst Master Agreement. In the event
Seller announces or implements a national priceedse for the Products bid during that time,
Seller agrees to extend the new, lower pricinguxcRaser.

ARTICLE 6 METHOD AND TIME OF PAYMENT

6.1 Once the Products have been accepted by Purchsageescribed in Article 7 herein or
there has been lack of notice to the contraryegslthall submit an invoice for the cost and shall
certify that the billing is true and correct. Sers will be invoiced as they are rendered. Seller
shall submit invoices and supporting documentadé@ctronically to Purchaser during the term
of this Master Agreement using the processes aocepures identified by the State. Purchaser
agrees to pay Seller in accordance with Missisdgpion “Timely Payments for Purchases by
Public Bodies”, Sections 31-7-301, et seq. of tAé2LlMississippi Code Annotated, as amended,
which generally provides for payment of undispud®aounts by the Purchaser within forty-five
(45) days of receipt of the invoice. All paymentsals be in United States currency. Seller
understands and agrees that Purchaser is exemptie payment of taxes. Payments by state
agencies using the Statewide Automated Accountipgte®h (“SAAS”) shall be made and
remittance information provided electronically asedted by the State. These payments by
SAAS agencies shall be deposited into the bankumtcof the Seller's choice. No payment,
including final payment, shall be construed as ptanece of defective Products or incomplete
work, and the Seller shall remain responsible &tuld for full performance in strict compliance
with the contract documents specified in the atiedrein titled “Entire Agreement”.

6.2 If payment of undisputed amounts is not made tteSwithin forty-five (45) days of
Purchaser’s receipt of the invoice, Purchaser $®llable to Seller for interest at a rate of one
and one-half percent (1 %2%) per month (or sucletesde as may be the maximum permissible
rate under the law) on the unpaid balance fromettgration of such forty-five (45) day period
until such time as payment is made. This provision late payments shall apply only to
undisputed amounts for which payment has been an¢tb
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6.3  Acceptance by Seller of the last payment from Rloechaser under a Purchase Order
shall operate as a release of all claims for paynagainst the State by Seller and any
subcontractors or other persons supplying labonaterials used in the performance of any work
under a Purchase Order.

ARTICLE 7 DELIVERY, RISK OF LOSS, INSTALLATION, AND ACCEPTANCE
7.1  Seller shall deliver the Products to the locagpecified by Purchaser and pursuant to the
delivery schedule mutually agreed to by the parties

7.2  Seller shall assume and shall bear the entireofisbss and damage to the Products from
any cause whatsoever while in transit and atraks throughout its possession thereof.

7.3 If installation by Seller is required, Seller dhabmplete installation of the Products
pursuant to the requirements of the Purchaser bas#fie guidelines specified in RFP No. 3612.
Seller acknowledges that installation shall be agashed with minimal interruption of
Purchaser’s normal day to day operations.

7.4  If installation by Seller is required, Seller dha¢ responsible for installing all Products
and materials in accordance with all state, fedemdlindustry standards for such items.

7.5 If installation by Seller is required, Seller dhatovide Purchaser with an installation
schedule identifying the date, time and locatiothini the scheduling deadlines agreed to by the
Seller and Purchaser. Seller warrants that altif®rts shall be properly delivered, installed and
integrated, if necessary, for acceptance testininvithe scheduling deadlines set forth by
Purchaser as the site is deemed ready for instellat

7.6  Seller shall be responsible for replacing, restpror bringing to at least original
condition any damage to floors, ceilings, wallgnfture, grounds, pavements, sidewalks, and
the like caused by its personnel and operationsgltine installation, subject to final approval of
Purchaser. The repairs will be done only by teaani skilled in the various trades involved,
using materials and workmanship to match thoseebtiginal construction in type and quality.

7.7 Unless a different acceptance period is agreedh upp the Purchaser and Seller,

Purchaser shall accept or reject the Products ¢edvby Seller after a ten (10) working day

testing period utilizing testing criteria developleyg Purchaser. During the acceptance period,
Purchaser shall have the opportunity to evaluaté tast the Products to confirm that they

perform without any defects and perform pursuantht® specifications set forth in RFP No.

3612. Purchaser shall notify Seller in writingitsfacceptance of the Products.
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7.8 In the event the Product fails to perform as stateArticle 7.7 herein, Purchaser shall
notify Seller. Unless a different period of timeaigreed upon by the Seller and Purchaser, Seller
shall, within four (4) working days, correct thefelds identified by Purchaser or replace the
defective Product. If Seller is unable to corrdot defects or replace the defective Product,
Purchaser reserves the right to return the PraduSeller at the Seller’'s expense; to cancel the
Purchase Order, and to cancel this Master Agreeasettt itself only.

7.9  Upon receipt of a corrected or replaced Produatchser shall have another acceptance
period as set forth in Article 7.7 herein, in whiohreevaluate/retest such Product.

7.10 |If, after Seller has tendered to Purchaser Sel&t&mpt to correct the Product, Purchaser
again determines the Product to have a defect,hBsec may take such actions as it deems
appropriate, including either (i) notifying Sellgrat it has elected to keep the Product despite
such defects; (ii) returning the Product to SeHled providing Seller with an opportunity to
deliver a substitute Product acceptable to Purchasthin the time period specified by
Purchaser, or (iii) returning the Product to SefleSeller’'s expense and canceling the Purchase
Order. If the Purchaser returns the Product putsteaclause (iii) herein, Purchaser may also
pursue any remedy available to it in law or in &gui

ARTICLE 8 WARRANTIES

8.1  Seller represents and warrants that the Produoctdded by Seller to Purchaser shall
meet or exceed the minimum specifications set fortRFP No. 3612 and Seller's Proposal in
response thereto.

8.2  Seller represents and warrants that it has the tagsell the Products provided under this
Master Agreement.

8.3  Seller represents and warrants that Purchaser atalire good and clear title to the
hardware Products purchased hereunder, free aadaflall liens and encumbrances.

8.4  Seller represents and warrants that each Proeligeced shall be delivered new and not
as a “used, substituted, rebuilt, refurbished mrstalled” Product.

8.5  Seller represents and warrants that it has andobihin and pass through to Purchaser
any and all warranties obtained or available fromrhanufacturer/licensor of the Product.

8.6 Unless a longer warranty period is specifiechim Purchase Order, Seller represents and
warrants that all hardware Products provided punist@ this Master Agreement shall be free
from defects in material, manufacture, design anckmanship for a period of one (1) year after
acceptance. Seller’s obligation pursuant to thisravdy shall include, but is not limited to, the
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repair or replacement of the hardware Productherédoing of the faulty installation, at no cost

to Purchaser. In the event Seller can not repaireptace the hardware Product during the
warranty period within ten (10) working days afteceipt of notice of the defect, Seller shall

refund the purchase price of the hardware Prododtrafund any fees paid for services that
directly relate to the defective hardware Prodant] Purchaser shall have the right to terminate
the Purchase Order and this Master Agreement ifemoin part, solely as between those two

entities. Purchaser’s rights hereunder are in mafdio any other rights Purchaser may have.

8.7  Unless a longer warranty period is specified @ Burchase Order, Seller represents and
warrants that all software Products provided pursia this Master Agreement shall be free
from material defects and provide Purchaser cormgia@tctionality as stated in RFP No. 3612
and Seller's Proposal in response thereto for @ogensf ninety (90) days after acceptance.
Seller’s obligations pursuant to this warranty shadlude, but are not limited to, the repair df al
defects or the replacement of the software Produtiie expense of Seller. In the event Seller is
unable to repair or replace the software Produthtimwiten (10) working days after receipt of
notice of the defect, Purchaser shall be entitbed full refund of the fees paid and shall have the
right to terminate the Purchase Order and this &a&greement in whole or in part, solely as
between those two entities. Purchaser’s rights umeter are in addition to any other rights
Purchaser may have.

8.8  Seller represents and warrants that all work heteushall be performed by competent
personnel and shall be of professional quality sbest with generally accepted industry
standards for the performance of such services siradl comply in all respects with the
requirements of this Master Agreement. For any dire# this warranty, the Seller shall, for a
period of ninety (90) days from performance of Heevices, perform the services again, at no
cost to Purchaser, or if Seller is unable to penfahe services as warranted, Seller shall
reimburse Purchaser the fees paid to Seller foutisatisfactory services.

8.9  Seller represents and warrants that there issabting code or lockup program or device
embedded in the software provided to Purchaselerdatther agrees that it will not, under any
circumstances including enforcement of a valid @mttright, (a) install or trigger a lockup
program or device, or (b) take any step which waaldny manner interfere with Purchaser’s
use of the software and/or which would restrictdhaser from accessing its data files or in any
way interfere with the transaction of Purchasetisibess. For any breach of this warranty, Seller
at its expense shall, within five (5) working dagfier receipt of notification of the breach,
deliver Products to Purchaser that are free of disdbling code, lockup program or device.

8.10 Seller represents and warrants that the softwasedelivered to Purchaser, does not
contain a computer virus. For any breach of thisraray, Seller at its expense shall, within five
(5) working days after receipt of notification dietbreach, deliver Products to Purchaser that are
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free of any virus, and shall be responsible foanepg, at Seller's expense, any and all damage
done by the virus to Purchaser’s site.

8.11 Seller represents and warrants that it will engtgecompliance with the Mississippi
Employment Protection Act, Section 71-11-1, et sefj.the Mississippi Code Annotated
(Supp2008), and will register and participate ia $tatus verification system for all newly hired
employees. The term “employee” as used herein ma&aygperson that is hired to perform work
within the State of Mississippi. As used hereirtatss verification system” means the lllegal
Immigration Reform and Immigration Responsibilitgtfof 1996 that is operated by the United
States Department of Homeland Security, also knawrthe E-Verify Program, or any other
successor electronic verification system replacihg E-Verify Program. Seller agrees to
maintain records of such compliance and, upon gqofethe State, to provide a copy of each
such verification to the State. Seller further esgnts and warrants that any person assigned to
perform services hereunder meets the employmegibidily requirements of all immigration
laws of the State of Mississippi. Seller understammohd agrees that any breach of these
warranties may subject Seller to the following: {@mination of the Purchase Order and this
Master Agreement and ineligibility for any statepublic contract in Mississippi for up to three
(3) years, with notice of such cancellation/terrtima being made public, or (b) the loss of any
license, permit, certification or other documendrged to Seller by an agency, department or
governmental entity for the right to do businesMlississippi for up to one (1) year, or (c) both.
In the event of such termination/cancellation, &elould also be liable for any additional costs
incurred by the State due to contract cancellatioioss of license or permit.

8.12 Seller represents and warrants that no officiamployee of Purchaser or of ITS, and no
other public official of the State of Mississipphw exercises any functions or responsibilities in
the review or approval of the undertaking or camgyiout of the project shall, prior to the

completion of said project, voluntarily acquire apgrsonal interest, direct or indirect, in the
Purchase Order.

8.13 The Seller represents and warrants that no electagpointed officer or other employee
of the State of Mississippi, nor any member of etedate to Congress has or shall benefit
financially or materially from this Master AgreemienNo individual employed by the State of
Mississippi shall be admitted to any share or pathe Master Agreement or to any benefit that
may arise therefrom. The State of Mississippi nigywritten notice to the Seller, terminate the
right of the Seller to proceed under this Mastere®gnent if it is found, after notice and hearing
by the ITS Executive Director or his/her designdat gratuities in the form of entertainment,
gifts, jobs, or otherwise were offered or giventhg Seller to any officer or employee of the
State of Mississippi with a view toward securingstMaster Agreement or securing favorable
treatment with respect to the award, or amendingnaking of any determinations with respect
to the performing of such contract, provided theg éxistence of the facts upon which the ITS
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Executive Director makes such findings shall besgue and may be reviewed in any competent
court. In the event this Master Agreement is teatad under this article, the State of Mississippi
shall be entitled to pursue the same remedies sigi@ Seller as it would pursue in the event of
a breach of contract by the Seller, including pueidamages, in addition to any other damages
to which it may be entitled at law or in equity.

8.14 Seller represents and warrants that neither théuets, replacement parts, their elements
nor the use thereof violates or infringes on angycight, patent, trademark, servicemark, trade
secret or other proprietary right of any persoermtity. Purchaser shall notify Seller promptly of
any infringement claim of which it has knowledgedahall cooperate with Seller in the defense
of such claim, all at Seller’'s expense. Sellertsabwn expense, shall defend or settle any and all
infringement actions filed against Seller or Pusdravhich involve the Products provided under
this Master Agreement and shall pay all settlemeagsvell as all costs, attorney fees, damages
and judgment finally awarded against Purchasethdf continued use of the Products for the
purpose intended is threatened to be enjoined oenjsined by any court of competent
jurisdiction, Seller shall, at its expense: (a3tfiprocure for Purchaser the right to continuegisin
the Products, or upon failing to procure such rigi) replace or modify the Product or
components thereof with non-infringing Products #&o becomes non-infringing while
maintaining substantially similar functionality, apon failing to secure either such right, (c)
refund to Purchaser the hardware purchase pricgoftware license fees previously paid by
Purchaser for the Products Purchaser may no lamggr Said refund shall be paid within ten
(10) working days of notice to Purchaser to discor# said use.

8.15 Seller understands and agrees that some, all & 0bthe purchases made under this
Master Agreement may be funded by the American R&goand Reinvestment Act of 2009
(hereinafter referred to as “ARRA”) and, as suapresents and warrants that for any ARRA
purchases, it will comply with the requirementsARRRA as set forth in Exhibit A, which is
attached hereto and incorporated herein by referand will maintain adequate records to verify
its full compliance with those requirements.

ARTICLE 9 TITLE TO EQUIPMENT
Title to the hardware Products provided under Master Agreement shall pass to Purchaser
upon its acceptance of the hardware Product.

ARTICLE 10 SOFTWARE

10.1 Seller shall furnish the software to Purchasereasfarth in Purchase Orders and shall
acquire the right to license the software to PusehaFor purposes of this Article, the term
“Purchaser” means the governmental agency, eduedtiiostitution or other governing authority
within the State of Mississippi submitting the Fhase Order, its employees and any third party
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consultants or outsourcers engaged by Purchasemat® a need to know, and who shall be
bound by the terms and conditions of this licers® Master Agreement.

10.2 Seller accepts sole responsibility for (a) PurchHasgystem configuration, design and
requirements; (b) the selection of the softwaradhieve Purchaser’s intended results; (c) the
results obtained from the software, and (d) modifans, changes or alterations to the software
provided by Seller.

10.3 Seller understands and agrees that Purchaser Isiad: (a) a non-exclusive, non-
transferableenterprise-wide unlimited and perpetual licensdg@s specified as a term license
in the Purchase Order) for the software providecyant a Purchase Order; (b) the right to use
and customize the software products and the reldtedimentation for Purchaser’s business
operations and in accordance with the terms andlitons of this Master Agreement; (c)
unlimited use by licensed users of the softwarelpets acquired for Purchaser’s operations; (d)
use of such software products with a backup platfeystem should it be deemed necessary by
Purchaser; (e) the right to copy such softwareskfiekeeping, backup and disaster recovery
purposes; (f) the right to combine the softwaréhwither programs and modules, and the right to
create interfaces to other programs, and (g) thétrio reproduce any and all physical
documentation supplied under the terms of this Bta&greement.

10.4 Purchaser agrees that except as noted hereirl| itoviotherwise copy, translate, modify,
adapt, decompile, disassemble or reverse engimgeofathe software without the prior written
consent of Seller. All title and proprietary rightghether tangible or intangible, including but
not limited to, copyright, trademark and trade sedghts, in and to the software are retained by
the Seller or the third party software manufact@®mpplicable. Purchaser agrees to reproduce
and include the copyright, trademark and other petgry rights notices on any copies made of
the software and documentation.

ARTICLE 11 EMPLOYMENT STATUS

11.1 Seller shall, during the entire term of this Mastgreement, be construed to be an
independent contractor. Nothing in this Master Agnent is intended to nor shall it be construed
to create an employer-employee relationship, pestig, agency, or joint venture relationship.

11.2 Seller represents that it has, or will securengéded, at its own expense, applicable
personnel who shall be qualified to perform theumexgl duties identified in a Purchase Order.
Such personnel shall not be deemed in any way thirer indirectly, expressly or by
implication, to be employees of Purchaser. Selatlpay when due, all salaries and wages of
its employees and it accepts exclusive resportsilidr the payment of federal income tax, state
income tax, social security, unemployment compemsand any other withholdings that may
be required. Neither Seller nor employees of Seller entitled to state retirement or leave
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benefits.

11.3 Any person assigned by Seller to perform the sesshereunder shall be the employee of
Seller, who shall have the sole right to hire aisglthrge its employee. Purchaser may, however,
direct Seller to replace any of its employees perifiog services under this Master Agreement.

ARTICLE 12 BEHAVIOR OF EMPLOYEES/SUBCONTRACTORS

Seller will be responsible for the behavior of itdl employees and subcontractors while on the
premises of any Purchaser location. Any Seller eyg# or subcontractor acting in a manner
determined by the administration of that locatioé detrimental, abusive or offensive to any of
Purchaser’s staff and/or student body, will be ddkeleave the premises and may be suspended
from further work on the premises. All Seller emydes and subcontractors who will be working
at such locations shall be covered by Seller’'s cetmnsive general liability insurance policy.

ARTICLE 13 AUTHORITY, ASSIGNMENT AND SUBCONTRACTS

13.1 In matters of proposals, negotiations, contraatd, r@solution of issues and/or disputes,
the parties agree that Seller represents all athots third parties, and/or subcontractors Seller
has assembled for any given Purchaser projectPTinehaser is required to negotiate only with
Seller, as Seller's commitments are binding onpabposed contractors, third parties, and
subcontractors.

13.2 Seller may not assign or otherwise transfer thet®se Order or this Master Agreement
or its obligations hereunder without the prior vent consent of ITS and Purchaser, which
consent shall not be unreasonably withheld. Angnattted assignment or transfer of its
obligations without such consent shall be null aodl. The Purchase Order and this Master
Agreement shall be binding upon the parties’ respesuccessors and assigns.

13.3 Seller must obtain the written approval of Purendsefore subcontracting any portion of
the Purchase Order and this Master Agreement. Nt @pproval by Purchaser of any
subcontract shall be deemed in any way to provatettie incurrence of any obligation of
Purchaser in addition to the total fixed price agrapon in the Purchase Order. All subcontracts
shall incorporate the terms of the applicable PaselOrder and this Master Agreement and shall
be subject to the terms and conditions of samet@mahy conditions of approval that Purchaser
may deem necessary.

13.4 Seller represents and warrants that any subcérdgreement Seller enters into shall
contain a provision advising the subcontractor thatsubcontractor shall have no lien and no
legal right to assert control over any funds hejdtie Purchaser, and that the subcontractor
acknowledges that no privity of contract existsAesn the Purchaser and the subcontractor and
that Seller is solely liable for any and all payisewhich may be due to the subcontractor
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pursuant to its subcontract agreement with Sefletler shall indemnify and hold harmless the
State from and against any and all claims, demdratslities, suits, actions, damages, losses,
costs and expenses of every kind and nature whets@eising as a result of Seller’s failure to
pay any and all amounts due by Seller to any subactor, materialman, laborer or the like.

13.5 All subcontractors shall be bound by any negotmtarbitration, appeal, adjudication or
settlement of any dispute between Seller and threh@ser, where such dispute affects the
subcontract.

ARTICLE 14 AVAILABILITY OF FUNDS

It is expressly understood and agreed that thegatidin of Purchaser to proceed under this
Master Agreement and the Purchase Order is condiiapon the appropriation of funds by the
Mississippi State Legislature and the receipt atesand/or federal funds for the performances
required under this Master Agreement. It is undedtthat Purchaser will not issue a Purchase
Order unless the Purchaser has committed fundingsdich Purchase Order. If the funds
anticipated for the fulfillment of this Master Agmaent and the Purchase Order are, at any time,
not forthcoming, or are insufficient, either thréughe failure of the federal government to
provide funds or of the State of Mississippi to mympiate funds, or if there is a discontinuance or
material alteration of the program under which ®&indere available to Purchaser for the
payments or performance due under this Master Ageeg Purchaser shall have the right to
immediately terminate the Purchase Order and thast®& Agreement as to itself only, without
damage, penalty, cost or expense to Purchaseryokiad whatsoever. The effective date of
termination shall be as specified in the noticéeomination. Purchaser shall have the sole right
to determine whether funds are available for thgnpmnts or performances due under the
Purchase Order and this Master Agreement. In teatesf termination due to unavailability of
funds, Seller shall be paid for services rendergdSkller in connection with this Master
Agreement and accepted by Purchaser prior to tteeadaeceipt of notification of termination.

ARTICLE 15 TERMINATION
15.1 _Termination Upon Mutual Agreement A Purchase Order may be terminated in
whole or in part upon the mutual written agreenwdrgeller and the Purchaser.

15.2 Termination Due To Bankruptcy Should Seller become the subject of bankruptcy or
receivership proceedings, whether voluntary or lmntary, or execute an assignment for the
benefit of its creditors, the Purchaser may, uguan giving of thirty (30) days prior written
notice, terminate a Purchase Order and this Ma&tgeement without the assessment of
penalties, solely as between those two parties.

15.3 _Termination Other Than For Cause A Purchaser may terminate a Purchase
Order and this Master Agreement as to itself aimlyyhole or in part and without the assessment

86



RFP No.: 3612

Exhibit B: Standard Contract - ARRA
Project No.: 38243

Revised: 6/15/2010

of penalties, for any reason by giving thirty (3f3lendar days written notice specifying the
effective date thereof to Seller.

15.4 Termination For Cause If Purchaser or Seller fail to comply with the e and
conditions of the Purchase Order or this Mastere@grent, either Purchaser or Seller may
terminate the Purchase Order and this Master Ageaesolely as between those two entities
and without the assessment of any penalties, updy {30) calendar days prior written notice
unless the defaulting party cures such breach nvgghch thirty (30) calendar day period, or such
other cure period as may be mutually agreed upo8dier and Purchaser. Provided that, if the
Purchaser terminates a Purchase Order and thissMagteement solely as between those two
entities because of Seller’s inability to cure matedefects after notice and opportunity to cure,
the Purchaser may terminate the Purchase Ordethamilaster Agreement solely as between
those two entities without also providing the netiand opportunity to cure required in this
Article. The non-defaulting party may also pursimg remedy available to it in law or in equity.

15.5 Termination of Master Agreement ITS may terminate this Master Agreement
without the assessment of penalties for any rea#ten giving thirty (30) calendar days written
notice specifying the effective date thereof tde3dbut any Purchase Order entered into prior to
the termination date of this Master Agreement skallvive the termination of the Master
Agreement. The terms of this Master Agreement shiaiive its termination/expiration with
respect to any un-expired Purchase Orders.

15.6 Upon termination of a Purchase Order, Seller shafiind any and all applicable
unexpended pro-rated maintenance/service feesgudyipaid by the Purchaser. Further, in the
event a Purchase Order is terminated, Seller &walbaid for work completed by Seller and
accepted by Purchaser prior to the terminationh&ampensation shall be based upon and shall
not exceed the amounts set forth in the partidelachase Order.

ARTICLE 16 GOVERNING LAW

This Master Agreement and each Purchase Orderlshalbnstrued and governed in accordance
with the laws of the State of Mississippi and veroiethe resolution of any dispute shall be
Jackson, Hinds County, Mississippbeller expressly agrees that under no circumssasicall
Purchaser or ITS be obligated to pay an attornegsgrejudgment interest or the cost of legal
action to Seller. Further, nothing in this Mastgréement shall affect any statutory rights Seller
and Purchaser may have that cannot be waived tedirby contract.

ARTICLE 17 WAIVER
Failure of either party hereto to insist upon stdompliance with any of the terms, covenants
and conditions hereof shall not be deemed a waivaelinquishment of any similar right or
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power hereunder at any subsequent time or of ahgraqgprovision hereof, nor shall it be
construed to be a modification of the terms of Mester Agreement. A waiver by the State to
be effective, must be in writing, must set out $pecifics of what is being waived, and must be
signed by an authorized representative of the State

ARTICLE 18 SEVERABILITY

If any term or provision of a Purchase Order os tiaster Agreement is prohibited by the laws
of the State of Mississippi or declared invalidvoid by a court of competent jurisdiction, the

remainder of the Purchase Order or this Master é&gent shall be valid and enforceable to the
fullest extent permitted by law provided that therdhaser’'s purpose for entering into the
Purchase Order can be fully achieved by the remgiportions of the Purchase Order that have
not been severed.

ARTICLE 19 CAPTIONS
The captions or headings in this Master Agreemeatfar convenience only, and in no way
define, limit or describe the scope or intent of arovision or section of this Master Agreement.

ARTICLE 20 HOLD HARMLESS

To the fullest extent allowed by law, Seller shatlemnify, defend, save and hold harmless,
protect and exonerate Purchaser, ITS and the StatBoard Members, officers, employees,
agents and representatives from and against anyalinclaims, demands, liabilities, suits,
actions, damages, losses, costs and expenses 9f lend and nature whatsoever, including
without limitation, court costs, investigative feaad expenses, attorney fees and claims for
damages arising out of or caused by Seller antBqudrtners, principals, agents, employees or
subcontractors in the performance of or failurgoéoform the Purchase Order and this Master
Agreement.

ARTICLE 21 THIRD PARTY ACTION NOTIFICATION

Seller shall notify ITS and Purchaser in writingthim five (5) business days of Seller filing
bankruptcy, reorganization, liquidation or receslep proceedings or within five (5) business
days of its receipt of notification of any action suit being filed or any claim being made
against Seller or Purchaser by any entity that megylt in litigation related in any way to the
Purchase Order or this Master Agreement and/or lwhey affect the Seller's performance
under the Purchase Order or this Master Agreerkaiiltire of the Seller to provide such written
notice to ITS and Purchaser shall be consideredtarral breach of the Purchase Order and this
Master Agreement and the Purchaser may, at itsdisbeetion, pursue its rights as set forth in
the Termination Article herein and any other riglutsl remedies it may have at law or in equity.

ARTICLE 22 AUTHORITY TO CONTRACT
Seller warrants that it is a validly organized Ipesis with valid authority to enter into this Master
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Agreement; that entry into and performance under Mhaster Agreement is not restricted or
prohibited by any loan, security, financing, coottal or other agreement of any kind, and
notwithstanding any other provision of this Mastgreement to the contrary, that there are no
existing legal proceedings, or prospective legatpedings, either voluntary or otherwise, which
may adversely affect its ability to perform its iglttions under a Purchase Order and this Master
Agreement.

ARTICLE 23 NOTICE

Any notice required or permitted to be given unithes Master Agreement shall be in writing and
personally delivered or sent by electronic meansided that the original of such notice is sent
by certified United States mail, postage prepagtiym receipt requested, or overnight courier
with signed receipt, to the party to whom the rotghould be given at their usual business
address. ITS’ address for notice is: Mr. David litchliter, Executive Director, Mississippi
Department of Information Technology Services, B0drth Lamar Street, Suite 508, Jackson,
Mississippi 39201. Seller’s address for noticel8SERT NAME, TITLE, & ADDRESS OF
VENDOR PERSON FOR NOTICE. Purchaser's address fiica will be set forth in the
applicable Purchase Order. Notice shall be deemeehgwvhen actually received or when
refused. The parties agree to promptly notify eattter in writing of any change of address or
points of contact.

ARTICLE 24 RECORD RETENTION AND ACCESS TO RECORDS

Seller shall establish and maintain financial rdspsupporting documents, statistical records
and such other records as may be necessary totriédl@erformance of the provisions of this
Master Agreement and the Purchase Order. The RRechas, any state or federal agency
authorized to audit Purchaser, and/or any of thally authorized representatives, accountants or
attorneys, shall have unimpeded, prompt accesget®turchase Order, this Master Agreement,
and to any of Seller’s proposals, books, documgasers and/or records that are pertinent to the
Purchase Order and this Master Agreement to madtiésaaopies, examinations, excerpts and
transcriptions at the State’s or Seller’s officeapplicable where such records are kept during
normal business hours. All records relating to Master Agreement and the Purchase Order
shall be retained by Seller for three (3) yearsiftbe date of receipt of final payment under this
Master Agreement and the Purchase Order. Howdaamyilitigation or other legal action, by or
for the state or federal government has begunighait completed at the end of the three (3)
year period, or if an audit finding, litigation other legal action has not been resolved at the end
of the three (3) year period, the records shatet@ned until resolution.

ARTICLE 25 INSURANCE

Seller represents that it will maintain workers’ngensation insurance as prescribed by law
which shall inure to the benefit of Seller’s penselh as well as comprehensive general liability
and employee fidelity bond insurance. Seller wilpon request, furnish Purchaser with a
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certificate of conformity providing the aforesaioverage.

ARTICLE 26 DISPUTES

26.1 Should disputes arise with respect to a Purchader@r this Master Agreement, Seller
and Purchaser agree to act immediately to resalgb disputes. Time is of the essence in the
resolution of disputes. Seller agrees that, thestence of a dispute notwithstanding, it will
continue without delay to carry out all of its resgibilities under the Purchase Order and/or this
Master Agreement. Should Seller fail to continu¢haiit delay to perform its responsibilities
under the Purchase Order and/or this Master Agreemehe accomplishment of all work, any
additional costs incurred by Seller or Purchasea assult of such failure to proceed shall be
borne by Seller and Seller shall make no claimresj@urchaser for such costs.

26.2 If Seller and Purchaser cannot resolve a disputieirwien (10) calendar days following
written notification by either party of the existenof said dispute, then the following procedure
shall apply:

A. The parties agree to resolve such matters throupmission of their dispute to the
Executive Director of ITS, who shall reduce his/kdecision to writing and mail or otherwise
furnish a copy thereof to the parties within te@®)(talendar days after presentation of such
dispute for his/her decision.

B. Purchaser may withhold payments on disputed iteemglipg resolution of the dispute.
The withholding of such disputed payments shall pohstitute cause for termination or
suspension of the Purchase Order and/or this Magteement by Seller.

C. The Executive Director’s decision shall not berafidetermination of the parties’ rights
and obligations under the terms of this Master Agrent. Such disagreeing party shall be
entitled to seek such other rights and remediesadl@ it may have at law or in equity.

ARTICLE 27 COMPLIANCE WITH LAWS

Seller shall comply with, and all activities undeiPurchase Order and this Master Agreement
shall be subject to all Purchaser policies and gatames of which Seller has knowledge, and all

applicable federal, state and local laws and edgus as now existing and as may be amended
or modified. Specifically, but not limited to, Sellshall not discriminate against any employee

nor shall any party be subject to discriminatiohia performance of the Purchase Order and this
Master Agreement because of race, creed, coloragex national origin or disability.

ARTICLE 28 CONFLICT OF INTEREST

Seller shall notify Purchaser of any potential siohdf interest resulting from the representation
of or service to other clients. If such conflictnoat be resolved to Purchaser’'s satisfaction,
Purchaser reserves the right to terminate the Beeclorder and this Master Agreement as to
itself only.
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ARTICLE 29 SOVEREIGN IMMUNITY
By entering into this Master Agreement with Selldre State of Mississippi does in no way
waive its sovereign immunities or defenses as pgexvby law.

ARTICLE 30 CONFIDENTIAL INFORMATION

30.1 Seller shall treat all Purchaser data and informmatio which it has access by its
performance under the Purchase Order and this MAgteement as confidential and shall not
disclose such data or information to a third pavithout specific written consent of Purchaser.
In the event that Seller receives notice that edtparty requests divulgence of confidential or
otherwise protected information and/or has serveohut a subpoena or other validly issued
administrative or judicial process ordering divuige of such information, Seller shall promptly
inform Purchaser and thereafter respond in contgrmiith such subpoena to the extent
mandated by state and/or federal laws, rules agdlatons. This Article shall survive the
termination or completion of the Purchase Ordethte Master Agreement and shall continue in
full force and effect and shall be binding upon 8wdler and its agents, employees, successors,
assigns, subcontractors or any party or entitynglag an interest in the purchase order or this
Master Agreement on behalf of, or under the rigiitshe Seller following any termination or
completion of the Purchase Order or this Mastere&grent.

30.2 Purchaser shall treat all documents it receivesnfrthe Seller that are marked

“Confidential” by the Seller as confidential andoprietary and shall not disclose such
documents to a third party without Seller's speciritten consent. In the event that the
Purchaser receives notice that a third party requiigulgence of such confidential information

and/or has served upon it a subpoena or otherlyafisued administrative or judicial process

ordering divulgence of such information, the Pusdrashall promptly inform the Seller and

thereafter respond in conformity with such subpoenthe extent mandated by state or federal
law.

30.3 With the exception of any attached exhibits whick &beled as “confidential’, the
parties understand and agree that the Purchaser @rak this Master Agreement do not
constitute confidential information, and may berogfuced and distributed by the State without
notification to Seller. ITS will provide third parinotice to Seller of any requests received by
ITS for any such confidential exhibits so as toowllSeller the opportunity to protect the
information by court order as outlined in ITS Pualfiecords Procedures.

30.4 Seller understands and agrees that due to thenatuye of the services to be performed
on Purchaser’s systems, any and all proposalsrteegaod documents created during any project
resulting from RFP No. 3612 shall be classifiedcasfidential and shall not be available for

public disclosure.
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ARTICLE 31 EFFECT OF SIGNATURE

Each person signing a Purchase Order or this Ma@ggegement represents that he or she has
read the Purchase Order and this Master Agreemat# entirety, understands its terms, is duly

authorized to execute the Purchase Order or thstevid\greement on behalf of the parties and

agrees to be bound by the terms contained heraioordingly, the Purchase Order and this

Master Agreement shall not be construed or intéeprén favor of or against the State or the

Seller on the basis of draftsmanship or prepardtereof.

ARTICLE 32 STATE PROPERTY

Seller shall be responsible for the proper custafdgny Purchaser-owned property furnished for
Seller's use in connection with work performed pargt to any Purchase Order. Seller shall
reimburse the Purchaser for any loss or damageaiavear and tear excepted.

ARTICLE 33 NEWS RELEASES

News releases pertaining to a Purchase Order ®Mbister Agreement or the products, study,
data, or project to which it relates will not bedrawithout Purchaser’s prior written approval,
and then only in accordance with the explicit veritinstructions from Purchaser.

ARTICLE 34 SURVIVAL

Articles 8, 16, 20, 24, 29, 30, 35, and all othsickes which, by their express terms so survive or
which should so reasonably survive, shall surving termination or expiration of the Purchase
Order or this Master Agreement.

ARTICLE 35 OWNERSHIP OF DOCUMENTS AND WORK PRODUCTS

The Purchaser shall own all files, work papers,udoentation, and/or other material, electronic
or otherwise, collected and created in connectigh work performed under a Purchase Order,
whether completed or in progress, except for: @JeBs internal administrative and quality
assurance files and internal project correspondgbedocuments, objects or things owned by
Seller and pre-existing the work performed underRiarchase Order, and (c) documents, objects
or things in which Seller has no right to transf@mership. As to such documents, objects and
things, Seller shall convey such right or intetesthe extent allowed by law. Seller shall deliver
such documents and work papers to Purchaser upmmsgion or completion of the Purchase
Order.

ARTICLE 36 ENTIRE AGREEMENT

36.1 This Master Agreement constitutes the entire ages of the parties with respect to the
subject matter contained herein and supersedesregidces any and all prior negotiations,
understandings and agreements, written or oralydest the parties relating hereto, including all
terms of any unsigned or “shrink-wrap” license ud#d in any package, media or electronic
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version of Seller-furnished software, or any “clwkap” or “browse-wrap” license presented in
connection with a purchase via the internet. Thaipied EPL, the actual Purchase Order, RFP
No. 3612, and Seller’s Proposal submitted in respdhereto are hereby incorporated into and
made a part of this Master Agreement as far asitheidual Purchaser is concerned.

36.2 The Master Agreement made by and between theepahnreto shall consist of, and
precedence is hereby established by the ordeedbtlowing:

The Exception Summary as agreed to by ITS andrSelle

This Master Agreement signed by Seller and ITS;

Any Exhibits attached to this Master Agreement;

The published Security Hardware & Software EPL;

RFP No. 3612 and all written clarifications/addand

Official written correspondence from ITS to Seller;

Official written correspondence from Seller to IW8en clarifying Seller’s proposal, and
Seller’'s Proposal, as accepted by ITS, in resptmBd#-P No. 3612, and

. The actual Purchase Order, or additional contexchs between Purchaser and Seller if
required.

IOTMUO®

36.3 The intent of the above listed documents is tdunhe all items necessary for the proper
execution and completion of the services by Sellee documents are complementary, and what
is required by one shall be binding as if requiogdill. A higher order document shall supersede
a lower order document to the extent necessargdolve any conflict or inconsistency arising
under the various provisions thereof; provided, &éeosv, that in the event an issue is addressed in
one of the above mentioned documents but is nateaddd in another of such documents, no
conflict or inconsistency shall be deemed to odureason thereof. The documents listed above
are shown in descending order of priority, thattie highest document begins with the first
listed document (“A. The Exception Summary”) and tbwest document is listed last (“I. The
actual Purchase Order”).

ARTICLE 37 DEBARMENT AND SUSPENSION CERTIFICATION

Seller certifies that neither it nor its principafa) are presently debarred, suspended, proposed
for debarment, declared ineligible or voluntarilyckided from covered transactions by any
federal department or agency; (b) have, within r@eh(3) year period preceding this Master
Agreement, been convicted of or had a civil judgtrendered against them for commission of
fraud or a criminal offense in connection with obiiag, attempting to obtain or performing a
public (federal, state or local) transaction or tcact under a public transaction; violation of
federal or state anti-trust statutes or commissddbrembezzlement, theft, forgery, bribery,
falsification or destruction of records, makingstalstatements or receiving stolen property; (c)
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are presently indicted of or otherwise criminaltycovilly charged by a governmental entity with
the commission of fraud or a criminal offense imgection with obtaining, attempting to obtain
or performing a public (federal, state or locafjnsaction or contract under a public transaction;
violation of federal or state anti-trust statutescommission of embezzlement, theft, forgery,
bribery, falsification or destruction of recordsakmg false statements or receiving stolen
property, and (d) have, within a three (3) yeaiquepreceding this Master Agreement, had one
or more public transaction (federal, state or [ptaiminated for cause or default.

ARTICLE 38 NETWORK SECURITY

Seller and Purchaser understand and agree thetéte of Mississippi’s Enterprise Security
Policy mandates that all remote access to anddon the State network must be accomplished
via a Virtual Private Network (VPN). If remote &ss is required at any time during the life of
this Master Agreement, Seller and Purchaser agvesmplement/maintain a VPN for this
connectivity. This required VPN must be IPSec-td@4dESP tunnel mode) and will terminate
on a Cisco VPN-capable device ( i.e. VPN conceaotra®lX firewall, etc.) on the State’s
premises. Seller agrees that it must, at its esgemmplement/maintain a compatible
hardware/software solution to terminate the spegifYPN on Seller's premises. The parties
further understand and agree that the State prosiaadard and architecture are based on
industry-standard security protocols and manufactengaged at the time of contract execution.
The State reserves the right to introduce a newopob and architecture standard and require
Seller to comply with same, in the event the industtroduces a more secure, robust protocol to
replace IPSec/ESP and/or there is a change in dnefacturer engaged.

ARTICLE 39 LIABILITY ISSUES

Unless jointly agreed otherwise in writing, Selfeliability for a specific project shall not exceed
twice the total amount paid by Purchaser to Selleder the applicable Purchase Order. In no
event will Seller be liable to Purchaser for spkdrmalirect, consequential or incidental damages
including lost profits, lost savings or lost reveswf any kind unless Seller was advised of the
possibility of such loss or damage or unless soss br damage could have been reasonably
foreseen. Excluded from this or any liability lietiion are claims related to fraud, bad faith,
infringement issues, bodily injury, death, physt@amage to tangible personal property and real
property, and the intentional and willful miscontwr gross negligent acts of Seller. The
language contained herein tending to limit theiligbof the Seller will apply to Purchaser to the
extent it is permitted and not prohibited by thedaor constitution of Mississippi. Further, the
parties understand and agree that the Seller ¢duoled from relying on any contractual damages
limitation language within this article where thell8r acts fraudulently or in bad faith.
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For the faithful performance of the terms of thiadter Agreement, the parties have caused this
Master Agreement to be executed by their underdigepresentatives.

State of Mississippi, Department of INSERT VENDORNAME
Information Technology Services, on

behalf of the agencies and institutions

of the State of Mississippi

By: By:
Authorized Signature Authorizesignature
Printed Name: David L. Litchliter Printed Name:
Title: Executive Director Title:
Date: Date:
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EXHIBIT A
Reporting and Registration Requirements Under Seabin 1512 of the
American Recovery and Reinvestment Act of 2009.

The recipient* agrees to the following reportimidaregistration requirements of Section 1512
of the American Recovery and Reinvestment Act anddcordance with 2 CFR § 176.50, if
applicable:

(a) This award requires the recipient to completgegets or activities which are funded under
the American Recovery and Reinvestment Act of 2(R&covery Act) and to report on use of
Recovery Act funds provided through this awardoinfation from these reports will be made
available to the public.

(b) The reports are due no later than ten caleddgs after each calendar quarter in which the
recipient receives the assistance award fundedhalenor in part by the Recovery Act.

(c) Recipients and their first tier recipients musaintain current registrations in the Central
Contractor Registratiorhftp://www.ccr.goy at all times during which they have active fedlera
awards funded with Recovery Act funds. A Dun an&d3treet Data Universal Numbering
System (DUNS) Numbeih{tp://www.dnb.comis one of the requirements for registration ia th
Central Contractor Registration.

(d) The recipient shall report the information désed in section 1512(c) of the Recovery Act
using the reporting instructions and data elemetitat will be provided online at
http://www.FederalReporting.goand ensure that any information that is pre-filiedorrected
or updated as needed.

(e) The contractor shall ensure that all subcotdrand other contracts for goods and services for
an ARRA-funded project have the mandated provisiohshis directive in their contracts.
Pursuant to title XV, Section 1512 of the ARRA, tB&ate shall require that the contractor
provide reports and other employment informatiore@slence to document the number of jobs
created or jobs retained by this contract from ¢batractor's own workforce and any sub-
contractors. No direct payment will be made forvuling said reports, as the cost for same shall
be included in the various items in the contract.

*As used here and hereafter, recipient means “atigyeother than an individual that receives
Recovery Act funds in the form of a grant, coopeeatagreement or loan directly from the
Federal Government.” 2 CFR § 176.30.
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Required Use of American Iron, Steel, and Manufactted Goods Not Covered Under
International Agreements Under Section 1605 of th&merican Recovery and Reinvestment
Act of 2009.

The recipient agrees to the following required aéémerican Iron, Steel, and Manufactured
Goods of Section 1605 of the American RecoveryRethvestment Act and in accordance with
2 CFR 8176.140 when awarding Recovery Act fundsctorstruction, alteration, maintenance,
or repair of a public building or public work thatoes not involve iron, steel, and/or
manufactured goods covered under internationakaggats, if applicable:

(a) Definitions. As used in this award term
and
condition—

(1) Manufactured goodmeans a good
brought to the
construction site for incorporation into the
building or
work that has been—
(i) Processed into a specific form and
shapeor
(i) Combined with other raw
material to create a material that has

different  properties than the
properties of the individual raw
materials.

(2) Public building and public workneans a
public building of, and a public work of, a
governmental entity (the United Stateke
District of Columbia commonwealths,
territories, and minor outlying islands of the
United StatesState and local governments
and multiState, regional, or interstate entities
which have governmental functions). These
buildings and works may include, without
limitation, bridges, dams, plants, highways,
parkways, streets, subways, tunnels, sewers,
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mains, power lines, pumping stations, heavy
generators, railways, airports, terminals,
docks, piers, wharves, ways, lighthouses,
buoys, jetties, breakwaters, levees, and
canals, and the construction, alteration,
maintenance, or repair of such buildings and
works.

(3) Steelmeans an alloy that includes at least
50 percent iron, between .02 and 2 percent
carbon, and may include other elements.

(b) Domestic preference.

(1) This award term and condition
implements Section 1605 of the American
Recovery and Reinvestment Act of 2009
(Recovery Act) (Pub. L. 111-5), by
requiring that all iron, steel, and
manufactured goods used in the project are
produced in the United States except as
provided in paragraph (b)(3) and (b)(4) of
this section and condition.

(2) This requirement does not apply to the
material listed by the Federal Government as
follows:

[Award official to list applicable excepted
materials or indicate “noneT



(3) The award official may add other iron,
steel, and/or manufactured goods to the list
in paragraph (b)(2) of this section and
condition if the Federal Government
determines that—

() The cost of the domestic iron,
steel, and/or manufactured goods would be
unreasonable. The cost of domestic iron,
steel, or manufactured goods used in the
project is unreasonable when the cumulative
cost of such material will increase the cost
of the overall project by more than 25
percent

(i)  The iron, steel, and/or
manufactured good is not produced, or
manufactured in the United
States in sufficient and reasonably available
guantities and of a satisfactory quality

(i) The application of the restriction
of section 1605 of the Recovery Act would
be inconsistent with the public interest.

(c) Request for determination  of
inapplicability of Section 1605 of the
Recovery Act

(1)(i) Any recipient request to use foreign
iron, steel, and/or manufactured goods in
accordance with paragraph (b)(3) of this
section shall include adequate information
for Federal Government evaluation of the
request, including—

(A) A description of the foreign and
domestic

iron, steel, and/or manufactured gopds

(B) Unit of measurg

(C) Quantity

(D) Cost

(E) Time of delivery or availability

(F) Location of the project
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(G) Name and address of the proposed
suppliet

and

(H) A detailed justification of the reason for
use of foreign iron, steel, and/or
manufactured goods cited in accordance
with paragraph (b)(3) of this section.

(i) A request based on unreasonable cost
shall include a reasonable survey of the
market and a completed cost comparison
table in the format in paragraph (d) of this
section.

(i) The cost of iron, steel, and/or
manufactured goods material shall include
all delivery costs to the construction site and
any applicable duty.

(iv)  Any recipient request for a
determination submitted after Recovery Act
funds have been obligated for a project for
construction, alteration, maintenance, or
repair shall explain why the recipient could
not reasonably foresee the need for such
determination and could not have requested
the determination before the funds were
obligated. If the recipient does not submit a
satisfactory explanation, the award official
need not make a determination.

(2) If the Federal Government determines
after funds have been obligated for a project
for construction, alteration, maintenance, or
repair that an exception to section 1605 of
the Recovery Act applies, the award official
will amend the award to allow use of the

foreign iron, steel, and/or relevant
manufactured goods. When the basis for the
exception is



nonavailability or public interest, the
amended award shall reflect adjustment of
the award amount, redistribution of
budgeted funds, and/or other actions taken
to cover costs associated with acquiring or
using the foreign iron, steel, and/or relevant
manufactured goods. When the basis for the
exception is the unreasonable cost of the
domestic iron, steel, or manufactured goods,
the award official shall adjust the award
amount or redistribute budgeted funds by at
least the differential established in 2 CFR
176.110(a).

(3) Unless the Federal Government
determines that an exception to section 1605
of the Recovery Act applies, use of foreign
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iron, steel, and/or manufactured goods is
noncompliant with section 1605 of the
American Recovery and Reinvestment Act.

(d) Data. To permit evaluation of requests
under paragraph (b) of this section based on
unreasonable cost, the Recipient shall
include the following information and any
applicable supporting data based on the
survey of suppliers:

FOREIGN AND DOMESTIC ITEMS COST COMPARISON

Description

Unit of Cost
measure Quantity

(dollars)™

Item 1:

Itermn 2:
Foreign steel, iron, or manufactured good ...

Foreign steel, iron, or manufactured QOO ......cccreirmnimsmirmeissmsasmsnsinssnsns
Domestic steel, iron, or manufactured good ........cccevvvescecssamsssesmmemmssssses

Domestic steel, iron, or MANUIACHUSE GOO .....................o....cresroooerrrer oo

[List name, address, fel
[Include other appiicable su

ring n!ama':m
[Finclude all delvery costs

the construction J

e number, emal address, and contact for suppifers surveyed. Attach copy of response; if oral, attach summary.]
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Required Use of American Iron, Steel, and Manufactted Goods
Covered Under International Agreements Under Sectio 1605 of the
American Recovery and Reinvestment Act of 2009.

The recipient agrees to the following required w$eAmerican Iron, Steel, and Manufactured
Goods (covered under International Agreements) emftiSn 1605 of the of the Recovery and
Reinvestment Act and in accordance with 2 CFR 8BIbwhen awarding Recovery Act funds
for construction, alteration, maintenance, or repaf a public building or public work that
involves iron, steel, and/or manufactured goods emals covered under international

agreements, if applicable:

(a) Definitions. As used in this award term
and condition—

Designated country-

(1) A World Trade Organization
Government  Procurement  Agreement
country (Aruba, Austria, Belgium, Bulgaria,
Canada, Cyprus, Czech Republic, Denmark,
Estonia, Finland, France, Germany, Greece,
Hong Kong, Hungary, Iceland, Ireland,
Israel, Italy, Japan, Korea (Republic of),
Latvia, Liechtenstein, Lithuania,
Luxembourg, Malta, Netherlands, Norway,
Poland, Portugal, Romania, Singapore,
Slovak Republic, Slovenia, Spain, Sweden,
Switzerland, and United Kingdam

(2) A Free Trade Agreement (FTA) country
(Australia, Bahrain, Canada, Chile, Costa
Rica, Dominican Republic, ElI Salvador,

Guatemala, Honduras, Israel, Mexico,
Morocco, Nicaragua, Oman, Peru, or
Singapore)or

(3) A United StatesEuropean Communities
Exchange of Letters (May 15, 1995)

country: Austria, Belgium, Bulgaria,
Cyprus, Czech Republic, Denmark, Estonia,
Finland, France, Germany, Greece,

Hungary, Ireland, Italy, Latvia, Lithuania,
Luxembourg, Malta, Netherlands, Poland,
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Portugal, Romania, Slovak Republic,
Slovenia, Spain, Sweden, and United
Kingdom.

Designated country iron, steel, and/or
manufactured

goods—

(1) Is wholly the growth, product, or

manufacture of a designated countyy

(2) In the case of a manufactured good that
consist in whole or in part of materials from
another country, has been substantially
transformed in a designated country into a
new and different manufactured good
distinct from the materials from which it
was transformed.

Domestic iron, steel, and/or manufactured
good—

() Is wholly the growth, product,
manufacture of the United Staies

(2) In the case of a manufactured good that
consists in whole or in part of materials from
another country, has been substantially
transformed in the United States into a new
and different manufactured good distinct
from the materials from which it was

transformed. There is no requirement with
regard to the origin of components or

or



subcomponents in manufactured goods or
products, as long as the manufacture of the
goods occurs in the United States.

Foreign iron, steel, and/or manufactured
goodmeans iron, steel, and/or manufactured
good that is not domestic or designated
country iron, steel, and/or manufactured
good.

Manufactured goodneans a good brought
to the construction site for incorporation into
the building or

work that has been—

(1) Processed into a specific form and shape
or

(2) Combined with other raw material to
create a material that has different properties
than the properties of the individual raw
materials.

Public building and public work means a
public building of, and a public work of, a
governmental entity (the United Statéke
District of Columbia commonwealths,
territories, and minor outlying islands of the
United StatesState and local governments
and multiState, regional, or interstate entities
which have governmental functions). These
buildings and works may include, without
limitation, bridges, dams, plants, highways,
parkways, streets, subways, tunnels, sewers,
mains, power lines, pumping stations, heavy
generators, railways, airports, terminals,
docks, piers, wharves, ways, lighthouses,
buoys, jetties, breakwaters, levees, and
canals, and the construction, alteration,
maintenance, or repair of such buildings and
works.
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Steelmeans an alloy that includes at least 50
percent iron, between .02 and 2 percent
carbon, and may include other elements.

(b) Iron, steel, and manufactured goods.

(1) The award term and condition described
in this

section implements—

() Section 1605(a) of the American
Recovery and Reinvestment Act of 2009
(Pub. L. 111-5) (Recovery Act), by
requiring that all iron, steel, and
manufactured goods used in the project are
produced in the United Staiemnd

(i) Section 1605(d), which requires
application of the Buy American
requirement in a manner consistent with
U.S. obligations under international
agreements. The restrictions of section 1605
of the Recovery Act do not apply to
designated country iron, steel, and/or
manufactured goods. The Buy American
requirement in section 1605 shall not be
applied where the iron, steel or
manufactured goods used in the project are
from a Party to an international agreement
that obligates the recipient to treat the goods
and services of that Party the same as
domestic goods and services. This obligation
shall only apply to projects with an
estimated value of $7,443,000 or more.

(2) The recipient shall use only domestic or
designated country iron, steel, and
manufactured goods in performing the work
funded in whole or part with this award,
except as provided in paragraphs (b)(3) and
(b)(4) of this section.

(3) The requirement in paragraph (b)(2) of
this section does not apply to the iron, steel,



and manufactured goods listed by the
Federal Government as follows:

[Award official to list applicable excepted
materials or indicate “none]

(4) The award official may add other iron,
steel, and manufactured goods to the list in
paragraph (b)(3) of this section if the
Federal Government determines that—

()The cost of domestic iron, steel, and/or

manufactured goods would be unreasonable.
The cost of domestic iron, steel, and/or

manufactured goods used in the project is
unreasonable when the cumulative cost of
such material will increase the overall cost
of the project by more than 25 percent

(i) The iron, steel, and/or manufactured

good is not produced, or manufactured in the
United States in sufficient and reasonably

available commercial quantities of a
satisfactory quality
or

(i) The application of the restriction of
section 1605 of the Recovery Act would be
inconsistent with the public interest.

(c) Request for determination  of

inapplicability of section 1605 of the

Recovery Act or the Buy American Act.

(1)(i) Any recipient request to use foreign
iron, steel, and/or manufactured goods in
accordance with paragraph (b)(4) of this
section shall include adequate information
for Federal Government evaluation of the
request, including—

(A) A description of the foreign and

domestic iron, steel, and/or manufactured
goods

(B) Unit of measurg

(C) Quantity
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(D) Cost

(E) Time of delivery or availability

(F) Location of the project

(G) Name and address of the proposed
suppliet and

(H) A detailed justification of the reason for
use of foreign iron, steel, and/ or
manufactured goods cited in accordance
with paragraph (b)(4) of this section.

(i) A request based on unreasonable cost
shall include a reasonable survey of the
market and a completed cost comparison
table in the format in paragraph (d) of this
section.

(i) The cost of iron, steel, or manufactured
goods shall include all delivery costs to the
construction site and any applicable duty.

(iv) Any recipient request for a
determination submitted after Recovery Act
funds have been obligated for a project for
construction, alteration, maintenance, or
repair shall explain why the recipient could
not reasonably foresee the need for such
determination and could not have requested
the determination before the funds were
obligated. If the recipient does not submit a
satisfactory explanation, the award official
need not make a determination.

(2) If the Federal Government determines
after funds have been obligated for a project
for construction, alteration, maintenance, or
repair that an exception to section 1605 of
the Recovery Act applies, the award official
will amend the award to allow use of the
foreign iron, steel, and/or relevant
manufactured goods. When the basis for the
exception is nonavailability or public
interest, the amended award shall reflect
adjustment of the award amount,
redistribution of budgeted funds, and/or



other appropriate actions taken to cover
costs associated with acquiring or using the
foreign iron, steel, and/or relevant

manufactured goods. When the basis for the
exception is the unreasonable cost of the
domestic iron, steel, or manufactured goods,
the award official shall adjust the award

amount or redistribute budgeted funds, as
appropriate, by at least the differential

established in 2 CFR 176.110(a).

(3) Unless the Federal Government
determines that an exception to section 1605
of the Recovery Act applies, use of foreign
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iron, steel, and/or manufactured goods other
than designated country iron, steel, and/or
manufactured goods is noncompliant with
the applicable Act.

(d) Data. To permit evaluation of requests
under paragraph (b) of this section based on
unreasonable cost, the applicant shall
include the following information and any
applicable supporting data based on the
survey of suppliers:

FOREIGN AND DOMESTIC ITEMS COST COMPARISON

Description

Unit of
measure

Cost

Quantity (doliars)*

lem 1:

ltem 2:

Foreign steel, iron, or ManUIACUNEd good ..o sssessss s saseees
Domestic steel, iron, or manufactured good ........cciieiiiisnnerni e s

Foreign steal, iron, or manufacturad good .. ...
Domestic steel, iron, or ManUIACtUNEd GOOT .........cieewessmississmraronmimensssasssnns

[Include other applicable sugpam‘ng information.
["include aif delivery costs fo the construction J

{List name, address, telephone number, emall address, and contact for suppliers surveyed. Altach copy of response; if oral, attach summary.]
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Wage Rate Requirements under Section 1606 of the Aamcan Recovery and
Reinvestment Act.

The recipient agrees to the following wage rateuisgments of Section 1606 of the Recovery
and Reinvestment Act and in accordance with 2 CER6890 when issuing announcements or
requesting applications for Recovery Act programadtivities that may involve construction,
alteration, maintenance, or repair, if applicable:

When issuing announcements or requesting applitafar Recovery Act programs or activities
that may involve construction, alteration, maintae® or repair the agency shall use the award
term described in the following paragraphs:

(a) Section 1606 of the Recovery Act requires tihtaborers and mechanics employed by
contractors and subcontractors on projects fundeattty by or assisted in whole or in part by
and through the Federal Government pursuant t&Réwvery Act shall be paid wages at rates
not less than those prevailing on projects of aadtar similar in the locality as determined by
the Secretary of Labor in accordance with subcmdpt®f chapter 31 of title 40, United States
Code. Pursuant to Reorganization Plan No. 14 aedCbpeland Act, 40 U.S.C. 3145, the
Department of Labor has issued regulations at 2® @&rts 1, 3, and 5 to implement the
DavisBacon and related Acts. Regulations in 29 CER instruct agencies concerning
application of the standard DavisBacon contraaisea set forth in that section. Federal agencies
providing grants, cooperative agreements, and laadsr the Recovery Act shall ensure that the
standard DavisBacon contract clauses found in 2R €5(a) are incorporated in any resultant
covered contracts that are in excess of $2,00@dostruction, alteration or repair (including
painting and decorating).

(b) For additional guidance on the wage rate regoants of section 1606, contact your
awarding agency. Recipients of grants, cooperaiyeements and loans should direct their
initial inquiries concerning the application of DsBacon requirements to a particular federally
assisted project to the Federal agency fundingotbgct. The Secretary of Labor retains final
coverage authority under Reorganization Plan Nurter
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Recipient Responsibilities regarding tracking and dcumenting Expenditures under the
American Recovery and Reinvestment Act of 2009.

The recipient agrees to the following tracking asoicumenting responsibilities required by
Section 1606 of the Recovery and Reinvestmentniicinaaccordance with 2 CFR 8176210, if
applicable:

(&) To maximize the transparency and accountahilitfjunds authorized under the American
Recovery and Reinvestment Act of 2009 (Pub. L. 15){Recovery Act) as required by

Congress and in accordance with 2 CFR 215.21 “tmif Administrative Requirements for

Grants and Agreements” and OMB Circular A—102 CamnnRRules provisions, recipients agree
to maintain records that identify adequately therse and application of Recovery Act funds.
OMB Circular A-102 is available &ttp://www.whitehouse.gov/omb/circulars/al102/a1@2lh

(b) For recipients covered by the Single Audit Achendments of 1996 and OMB Circular A—
133, “Audits of States, Local Governments, and Rfit Organizations,” recipients agree to
separately identify the expenditures for Federara® under the Recovery Act on the Schedule
of Expenditures of Federal Awards (SEFA) and th&alzollection Form (SF-SAC) required by
OMB Circular A-133. OMB Circular A-133 is availaldé
http://www.whitehouse.gov/omb/circulars/al33/al88lh This shall be accomplished by
identifying expenditures for Federal awards maddeurthe Recovery Act separately on the
SEFA, and as separate rows under Item 9 of Padnlthe SF—SAC by CFDA number, and
inclusion of the prefix “ARRA” in identifying thename of the Federal program on the SEFA
and as the first characters in Item 9d of Parbhithe SF-SAC.

(c) Recipients agree to separately identify to esghrecipient, and document at the time of
subaward and at the time of disbursement of futiidsFederal award number, CFDA number,
and amount of Recovery Act funds. When a recipievdards Recovery Act funds for an existing
program, the information furnished to subrecipiestsall distinguish the subawards of
incremental Recovery Act funds from regular sub@samder the existing program.

(d) Recipients agree to require their subrecipigntsnclude on their SEFA information to
specifically identify Recovery Act funding similao the requirements for the recipient SEFA
described above. This information is needed towalkhe recipient to properly monitor
subrecipient expenditure of ARRA funds as well asrsight by the Federal awarding agencies,
Offices of Inspector General and the Governmeniotability Office.
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Requirement to Comply with Provision of Section 902f the American Recovery
and Reinvestment Act of 2009

Section 902 of the ARRA requires that each conaaarded using ARRA funds must include a
provision that provides the U.S. Comptroller Geharad his representatives with the authority
to:

(1) Examine any records of the contractor or anyt®fsubcontractors, or any State or local
agency administering such contract, that direatistgin to, and involve transactions relating to,
the contract or subcontract; and (2) Interview afficer or employee of the contractor or any of
its subcontractors, or of any State or local goneynt agency administering the contract,
regarding such transactions.

Accordingly, the Comptroller General and his repreatives shall have the authority and rights
prescribed under Section 902 of the ARRA with respe contracts funded with recovery funds
made available under the ARRA. Section 902 furtbites that nothing in 902 shall be
interpreted to limit or restrict in any way any gtimg authority of the Comptroller General.

Required Whistleblower Protection Under Section 153 of the
American Recovery and Reinvestment Act of 2009.

Section 1153 of Division A, Title XV of the AmerioeRecovery and Reinvestment Act of 2009,
P.L. 111-5, provides protections for certain indivals who make specified disclosures relating
to recovery Act funds. Any non-federal employereiging recovery funds is required to post a
notice of the rights and remedies provided underdéction of the Act.

Required Provision Noting Authority of Inspector General in of Section 1515(a) of
the American Recovery and Reinvestment Act of 2009

Section 1515(a) of the ARRA provides authority &ty representatives of the United States
Inspector General to examine any records or irggnany employee or officers working on this
contract. The contractor is advised that represigata of the Inspector General have the
authority to examine any record and interview ampleyee or officer of the contractor, its

subcontractors or other firms working on this caotr Section 1515(b) further provides that
nothing in this section shall be interpreted tatiar restrict in any way any existing authority of

an Inspector General.
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Required Provision to Comply with NEPA and NHPA
Construction, Renovation, and Remodeling Projectly O

ARRA funded projects may be required to comply witte National Environmental Policy Act
(NEPA), the National Historic Preservation Act (NAP and related statutes, including
requirements for plans and projects to be revieaed documented in accordance with those
processes. If the ARRA program from which funds tarée expended requires such language,
then NEPA and NHPA requirements may need to beudled in contracts or sub-grants. Such
language would be dependent on federal oversighh@g guidance as well as from the
following: http://nepa.gov/nepal/regs/CEQ_1609 NEPA_Guidancé2Qaif(NEPA only)

Requirement to Acknowledge Availability and Use ofunds

Contractors understand and acknowledge that anyabmyment of funds or the continuation

thereof is contingent upon funds provided solelyARRA or required state matching funds.

Pursuant to Section 1604 of the ARRA, contract@miea not to undertake or make progress
toward any activity using recovery funds that vidad to the development of such activity as
casinos or other gambling establishments, aquarimows, golf courses, swimming pools or any
other activity specifically prohibited by the Reeoy Act.

Requirement Regarding Federal, State and Local Tafbligations
By submission of a proposal, contractors and subactors assert and self-certify that all
Federal, State and local tax obligations have loeemill be satisfied prior to receiving recovery
funds.
Requirement to Comply with Anti-Discrimination and Equal Opportunity Statutes
Pursuant to Section 1.7 of the guidance memorandsoed by the United States Office of
Management and Budget on April 3, 2009, ARRA Recpvieinds must be distributed in

accordance with all anti-discrimination and equapartunity statutes, regulations, and
Executive Orders pertaining to the expenditureuofis.
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Requirement to Comply With All Other ARRA Requirements

The contractor will comply with any other requiram® of ARRA, upon notification by this
entity.
Requirement to Comply with E-Verification Provision of Section 71-11-3 of the
Mississippi Code of 1972, as amended

The respondent represents and warrants that itemglre its compliance with the Mississippi
Employment Protection Act (871-11-3 of the MisgigsiCode of 1972, as amended) and will
register and participate in the status verificasgatem for all newly hired employees. The term
“employee” as used herein means any person thatdd to perform work within the State of
Mississippi. As used herein, “status verificatigistem” means the lllegal Immigration Reform
and Immigration Responsibility Act of 1996 thabiserated by the United States Department of
Homeland Security, also known as the E-Verify Paogr or any other successor electronic
verification system replacing the E-Verify Progra@ontractor agrees to maintain records of
such compliance and, upon request of the Stafgptade a copy of each such verification to the
State. Contractor further represents and warrdnats any person assigned to perform services
hereunder meets the employment eligibility requeata of all immigration laws of the State of
Mississippi. Contractor understands and agreesatmatoreach of these warranties may subject
contractor to the following:

(a) termination of this Agreement and ineligibilftyr any State or public contract in Mississippi
for up to three (3) years with notice of such cdlatien/termination being made public;

(b) the loss of any license, permit, certificatian,other document granted to contractor by an
agency, department or governmental entity for thbtrto do business in Mississippi for up to
one (1) year or both.

(c)In the event of such termination/cancellatiomntcactor would also be liable for any
additional costs incurred by the State due to emhitancellation or loss of license or permit.
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EXHIBIT C

CONFIDENTIALITY AGREEMENT

This Confidentiality Agreement (hereinafter refefrt® as “Agreement”) is entered into by and
between INSERT NAME OF VENDOR a INSERT STATE OF IBRPORATION corporation
(hereinafter referred to as “Contractor”) havingddfice at INSERT STREET ADDRESS FOR
VENDOR, and {INSERT NAME OF CUSTOMER AGENCY}, hawnits principal place of
business at {INSERT STREET ADDRESS FOR CUSTOMER AGE} (hereinafter referred
to as “Customer Agency”). Contractor and the Custoligency are collectively referred to
herein as “the Parties”.

WHEREAS, confidential information (hereinafter referred tos a‘Information” and
“Confidential Information”) may be used for evalungf transactions between the Parties; and

WHEREAS, the Parties desire to protect any such confidemi@rmation, and each of us
agrees that the following terms apply when CustoAwancy (Discloser) discloses Information
to the Contractor (Recipient);

NOW THEREFORE, in consideration of the mutual understandingsmises and agreements
set forth, the parties hereto agree as follows:

ARTICLE 1 DISCLOSURE OF INFORMATION
Information will be disclosed either:

1) in writing;

2) by delivery of items;

3) by initiation of access to Information, such as rbayin a data base; or
4) by oral or visual presentation.

Information should be marked with a restrictiveded of the Discloser. Excluding Information
obtained via electronic access, if Information & marked with such legend or is disclosed
orally, the Information will be identified as codéntial at the time of disclosure.

ARTICLE 2 USES AND OWNERSHIP OF CONFIDENTIAL INFORM ATION

Confidential Information will be used for evalugitransactions between the Parties and/or their
employees. Duplication, distribution or disclosusé any Confidential Information to any
persons other than the Parties’ employees whorégetively and directly participating in the
evaluation of the transaction or (b) those who mtise need to know such information for the
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purpose of evaluating each transaction, and wheeaigr keep such information confidential and
be bound by this Agreement as if they were sigmnedas strictly prohibited. Before disclosure to
any of the above mentioned employees, the Contragtbhave a written agreement with the
party sufficient to require that party to treatdmhation in accordance with this Agreement. The
Contractor will also maintain a list specifying whom Confidential Information has been
disclosed and shall deliver to the Customer Agenpgn written request, a copy of such list,
specifying the Confidential Information disclosed mrovided and the date on which such
Confidential Information was first disclosed. B®hrties agree to the determination of the other
regarding the classification of their Confidentinaformation and to take appropriate steps to
safeguard it from disclosur@he Contractor agrees to take appropriate stegaflguard the
Confidential Information from disclosure by usirgetsame degree of care as the Contractor uses
to prevent the unauthorized disclosure of its ownfidential information, but no less than a
reasonable degree of car€&urther, the Contractor will advise Customer Ageirt writing of
any misappropriation or misuse of the Confidertirmation of which the Contractor becomes
aware. The Contractor is liable for any breachthy its employeesModification, alteration,
breakdown, disassembly or reverse engineering wfGnfidential Information is prohibited
without prior written consent. Confidential Information is theoperty of the original
disseminator. Derivatives and improvements arpgmty of the disseminator of the Confidential
Information from which the derivative improvemenisas.

ARTICLE 3 CONFIDENTIALITY PERIOD

The Parties understand and agree that their oldigatunder this Confidentiality Agreement
shall continue in effect in perpetuity or until suime as the Information becomes general
public knowledge through no fault of their own.

ARTICLE 4 EXCEPTIONS TO CONFIDENTIAL INFORMATION

Confidential Information does not include inforneetithat is: (a) already in the Recipient’s
possession without obligation of confidentialityy) (developed independently, or (c) publicly
available when received, or subsequently becométichu available through no fault of the
Recipient.

ARTICLE S5 REQUEST FOR DISCLOSURE OF INFORMATION

If either of the Parties is requested or requireg ¢ral questions, interrogatories, requests for
information or documents, subpoena, civil investiga demand, other process, or an order
issued by a court or by a local, state or fedezgliatory or administrative body) to disclose
Confidential Information, each agrees to immediataitify the other of the existence, terms and
circumstances surrounding such request or ordesutowith the other on the advisability of the
owner of the Confidential Information taking stepgesist or narrow such request or order, and
refrain from opposing any action by the owner o fonfidential Information to obtain an
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appropriate protective order or other reliable emscte that confidential treatment will be
accorded the Confidential Information.

ARTICLE 6 RETURN/DESTRUCTION OF CONFIDENTIAL INFORM ATION

Upon the written request of the Customer Agencye tontractor shall: (a) return all
Confidential Information in whatever form; (b) dest or delete the Confidential Information
and all copies, reproductions, summaries, analygesxtracts thereof based on the Confidential
Information that it cannot return; and (c) ceriifiywriting that it has complied with this section.
Upon the request, such destruction will be cedifie writing under penalty of perjury by an
authorized employee who supervised the destrudtieneof. Notwithstanding the return or
destruction of the Confidential Information, therf@actor and its employees shall continue to be
bound by the obligations hereunder.

ARTICLE 7 REMEDIES FOR BREACH

In the event of any violation or threatened viaatiof this Agreement by the Contractor, the
Customer Agency shall be authorized and entitlegetition the Court for injunctive or other
suitable judicial relief, as well as judgment fdraf its damages, costs and expenses, including
but not limited to, attorneys’ fees and costs.

ARTICLE 8 MISCELLANEOUS

This Agreement will be binding upon and for the dé®nof the Parties, their successors and
permitted assigns. The Contractor may not assgyrights or delegate its duties or obligations
under this Agreement. Failure to enforce any pioni®f this Agreement will not constitute a
waiver of that or any other provision. If a coaftcompetent jurisdiction holds any part of this
Agreement invalid, illegal or unenforceable, thelidity, legality or enforceability of the
remaining provisions will not be affected. Thiscdment contains the entire agreement between
the Parties with respect to its subject matter aodersedes any previous understanding,
commitments, or agreements, oral or written. Aldlidons or modifications to this Agreement
must be in a writing signed by all Parties and maig expressly to this Agreement. The
headings in this Agreement are for reference omlg shall not affect interpretation of this
Agreement.

ARTICLE 9 NOTICE

Any notice required or permitted to be given unttés Agreement shall be in writing and
personally delivered or sent by electronic meansiged that the original of such notice is sent
by certified United States mail, postage prepagtiim receipt requested, or overnight courier
with signed receipt, to the party to whom the r®tstould be given at their business address
listed herein. ITS’ address for notice is: Mr. Dau. Litchliter, Executive Director, Mississippi
Department of Information Technology Services, B0drth Lamar Street, Suite 508, Jackson,
Mississippi 39201. The address for the Customerndgeis: INSERT NAME, TITLE, &
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ADDRESS OF CUSTOMER AGENCY FOR NOTICE. The Contoast address for notice is:
INSERT NAME, TITLE, & ADDRESS OF CONTRACTOR FOR NQ@JE. Notice shall be
deemed given when actually received or when refuBlee parties agree to promptly notify each
other in writing of any change of address.

ARTICLE 10 GOVERNING LAW

This Agreement shall be construed and governect@ordance with the laws of the State of
Mississippi and venue for the resolution of anypdie shall be Jackson, Hinds County,
Mississippi.

For the faithful performance of the terms of thigrdement, the parties hereto have caused this
Agreement to be executed by their undersigned aattbrepresentatives.

{TYPE NAME OF CUSTOMER AGENCY} INSERT NAME OF CONTRCTOR
By: By:

Authorized Signature Authorized Signature

Printed Name: Printed Name

Title: Title:

Date: Date:
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